
From: Kamni Ahmed (BD/PTD-H2R1)
To: Kamni Ahmed (BD/PTD-H2R1)
Subject: FW: Datenschutzhinweise: Verweis auf Log-Dateien
Date: Thursday, October 2, 2025 7:37:02 AM
Attachments: CD-02900-008_ANH_N_EN_2025-01-15(4).docx

Log Files If you use this text module, you must also list log files as a
separate category in the data categories.

   
Every time you use the internet, certain information is
automatically transmitted by your internet browser and stored in
log files.

Complete log files should be stored for a maximum of 90 days
for IT security purposes as agreed with C/ISP-IS.

   
Log files are stored by us for the purpose of investigating
service disruptions and for security reasons (e.g., to clarify
attempted attacks) for a period of 90 days. Log files whose
further storage is necessary for the purpose of evidence are
exempt from deletion until the final clarification of the respective
incident and may be passed on to investigative authorities in
individual cases.

IT should check and confirm an appropriate storage period.

   
The following information is stored in the log files: Please note the following:

–               IP address (internet protocol address) of the end device
from which our website is accessed;

The listing of information stored in the log files is provided here
as an example. In each individual case, you must check
whether the cases mentioned are applicable or need to be
adjusted if necessary. 

–        Internet address of the website from which our website was
accessed (origin or referrer URL);  

–        Name of the service provider used to access the website;  
–        Name of the files or information retrieved;  
–        Date and time as well as duration of the retrieval;  
–        amount of data transferred;  
–        Operating system and information on the Internet browser
used, including installed add-ons (e.g., for Flash Player);

 

–               http status code (e.g., "request successful" or "requested
file not found").

 

   
 
 
Best regards,

Business Consultant, Sr Ahmed Kamni 

Chapter- E2E Processes and Technology-Hire to Retire Americas (BD/PTD-H2R1)
Robert Bosch LLC | 1800 W. Central Rd. | Mount Prospect, IL 60056 | USA | www.bosch.us 
Mobile +1 312 256-1522 | Fax +1 224 232-0 | Ahmed.Kamni@us.bosch.com
 

From: Gruen Katja (C/ISP-DHR) <Katja.Gruen@de.bosch.com> 
Sent: Wednesday, October 1, 2025 7:03 AM
To: Brites Joao (C/HRZ1) <Joao.Brites@de.bosch.com>
Cc: Herbst Sabrina (C/HRZ1) <Sabrina.Herbst@de.bosch.com>; Krehl Anna (C/HRP) <Anna.Krehl@de.bosch.com>
Subject: AW: Datenschutzhinweise: Verweis auf Log-Dateien

 
Dear all,
 
there is a binding Bosch template how to set up data privacy notices for external digital offers, e.g.
the current TH application Website
 
CD2900-008 , one aspect is transparency about log files – what is logged  – and this is application
specific-

mailto:Ahmed.Kamni@us.bosch.com
mailto:Ahmed.Kamni@us.bosch.com
https://www.bosch.us/
mailto:Ahmed.Kamni@us.bosch.com
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[bookmark: _Toc120720294]
Specifications and Instructions for Use



1.1. [bookmark: _Toc71916981][bookmark: _Toc120720295]When to use this Kit?



Data Protection Notices are required by law for Digital Touchpoints as defined in CD 02900. This Kit is designed to create Data Protection Notices for internal and external websites (websites with/without tracking mechanisms, websites with/without additional functions). Regardless of the type and individual design of the website (e.g., marketing website, community, product component, web stores, etc.), Data Protection Notices are required if personal data of visitors and/or users is processed (e.g., IP addresses, log files, etc.). When creating the text modules, they must be selected individually according to the facts of the case and the wording adapted to the specific case constellation. 



To create Data Protection Notices for mobile applications, social media channels and for offline processing, the following construction kits are to be used:



· Data Protection Notice for Apps

· Data Protection Notice for Bosch Social Media Channels – CGP 02941-001

· Data Protection Notice for Offline-Processing – CGP 02900-103



If you are required to inform data subjects according to a local law (e.g., CCPA), please use regional Data Protection Notice kits that can be requested from respective C/ISP.



1.2. [bookmark: _Toc120720296]What to consider?

This kit considers the requirements of the General Data Protection Regulation (GDPR) as well as German law.



If used outside of Germany, the respective local laws regarding telecommunications law, competition law, etc. must be checked separately by involving the regional ISP Office and regional legal departments, if necessary. 



If the website is aimed at a local market but is also available from abroad, then the use of this kit is sufficient and does not need to be adapted to other data protection laws.



In some cases, regional kits are available for the creation of Data Protection Notices with reference to regional country laws, which are provided by respective C/ISP.



Before publication and/or in the event of changes, the Data Protection Notices created must be checked by the ISP Office responsible for you (in particular regarding the completeness and correctness of the information).



The Data Protection Notices must be versioned, and it must be possible to assign them in a verifiable form to the time windows in which the respective version applies or applied.



The privacy notice must be linked on the website in such a way that it can be reached with a maximum of 2 clicks from each sub-page. In case of direct collection of personal data (for example, as part of registration or a contact form), the Data Protection Notice must be linked directly and immediately discoverable by the user in the vicinity (for example, directly below the collection field, but before the submit button).Hint (not binding)

According to legal regulations, the operator of a Digital Touchpoint is obliged to prove compliance with the GDPR. To ensure this, the following specifications can also be implemented:



1. Technical implementation of an additional box, if registration is required on the Digital Touchpoint or contact via a contact form is enabled. This additional box must be separate from the additional box to accept Terms&Conditions.



2. Text module for an additional box on the web page with the following text:



☐ I have taken note of the Data Protection Notice [link].



 

1.3. [bookmark: _Toc71916982][bookmark: _Toc120720297]Instructions for use (not binding)



First, the required text modules should be compiled based on the information in column 2 ("When to use"). The text modules marked "All" form the basic text modules that should be listed in the Data Protection Notice. As a general rule, a text module should only be used if a certain aspect or the certain tool is used on the respective website (e.g., "online store", "social plugins", "cookies"). 

The required content is in column 3 ("text modules"). This content should be available to users after clicking on the respective heading in column 3. In addition, users should be enabled to read and print the Data Protection Notice on the screen. 



Column 4 ("Comments") contains notes on the respective text module. These notes may be of a technical nature and may, for example, refer to a required link. 



Other notes are of a legal nature and contain specifications for implementation, further information on any necessary contracts with third parties, or refer to current procedures that have an impact on the use of the respective module. Additional documents are required for consents and order processing. 

In column 5 ("Legal norms"), the legal bases of the respective information requirements are named. If the legal bases apply to an entire section, they are not repeated for the individual subsections; the corresponding fields are then simply blank.





[bookmark: _Toc71916983][bookmark: _Toc120720298]Color legend



Text modules marked in green can be used without any problems.



Text modules marked in orange are applicable in accordance with the comments in column 4, provided that the aspect plays a role in terms of content on the specific website, and additionally require the technical review of your ISP Office.



Text fields highlighted in yellow must be adapted to the specific individual case or deleted if not relevant.



[bookmark: _Toc71916984][bookmark: _Toc120720299]Numbering



Numbering is not required but can be done optionally. If numbering is carried out, from module 1 onwards, each module used with a numbering on level 1 (1, 2, 3) can be assigned the respective next consecutive number. If sub-items are also to be numbered, the next consecutive number at level 2 (3.1, 3.2, 3.3) must be used for each module used. The same applies to level 3 (3.1.1, 3.1.2). 



[bookmark: _Toc71916985][bookmark: _Toc120720300]Links



All links can also be stored as hyperlinks behind the underlined word. When using text modules that contain links, please check that they are up to date at the time of use.



[bookmark: _Toc71916986][bookmark: _Toc120720301]1.4 Special cases - apps or social media channels



Apps and social media channels require their own Data Protection Notices from a transparency perspective. These special cases are not included in this kit. Separate, special kits are provided for each of these cases. 







[bookmark: _Toc71916987][bookmark: _Toc120720302]1.5 Procedure for multiple privacy notices on a Digital Touchpoint



Before using the kit, first check with your ISP Office whether your Digital Touchpoint is aimed at multiple regions for which different privacy notices must be provided.

If this is the case, please create your own privacy notices for the other regions and keep these on your Digital Touchpoint as well. Then link the other data privacy notices in the Data Protection Notice created with this Kit.

[bookmark: _Toc71916988][bookmark: _Toc120720303]Kit



		No.

		When to use

		Text module

		Comments

		Legal norms



		1.

		if applicable

		We have updated our Data Protection Notice to provide supplemental details regarding certain rights under the YY. Please find here our supplemental notice.

		Please use this text module only if you must provide more than one privacy notice on your Digital Touchpoint.



Please replace YY with the name of the additional law.



Please insert the link to the additional privacy notices provided.

		



		2.

		All

		[bookmark: _Toc71916989][bookmark: _Toc120720304]Data Protection Notice



We welcome you to our website and thank you for your interest in our company and our products.



The protection of your privacy when processing personal data as well as the security of all business data are important issues to us, which we consider in our business processes.



		


		Art. 12  et seqq. GDPR 

 



		3

		All

		[bookmark: _Toc71916990][bookmark: _Toc120720305]General Information



		Please always use this text module.

		Art. 12  et seqq. GDPR 



		3.1 

		All

		Controller



We, XX, are responsible for processing your personal data on this website.

  

Our contact details are as follows: [full name of the provider, postal address, email address and further contact details following the legal notice].

		Please replace XX with the full name of the legal entity responsible for the Digital Touchpoint according to the legal notice. 



If there is a joint control situation for a specific purpose of processing within the meaning of Art. 26 GDPR, please state this situation in the specific text module regarding the purpose of this processing. Please also name the joint controller with full company name and address. In addition, link to the information required in accordance with Art. 26 para 2 GDPR. Please conclude an agreement on joint controllership with the involvement of the  ISP Office responsible for you and with the involvement of the responsible central department.



		Art. 13 para 1 lit. a GDPR



		3.2

		All

		Children



Please note that this website is not intended for children.



		Please adjust the age to the law that applies to you locally. In Germany, this age limit is 16 years, but may differ due to local laws in other countries.  

 

There are special aspects that you need to consider in connection with children, especially in the case of consents (e.g., to receive a newsletter), as these are invalid without the consent of the parents in the case of children (Art. 8 para 1 GDPR).



		Art. 8 GDPR



		3.3

		All

		Categories of personal data



We process the following categories of personal data: 

· 

		The following are examples of data categories that you have to review and adapt for each Digital Touchpoint. This list is not exhaustive. This means that you must identify and name the data categories used on your Digital Touchpoint yourself and enter them in the list.



Please do not list data categories that do not apply.



· Communication data (e.g., name, telephone, e-mail, address, IP address)

· Contract master data (contractual relationship, product or contractual interest)

· Customer history

· Contract billing, payment, and disbursement information, including data related to refunds

· Planning and control data

· Log files

· Location data

· Information data (from third parties, e.g., credit agencies, or from public directories)

· [Other]

		



		3.4

		If applicable

		Special categories of personal data



We process special categories of data relating to your person (e.g., data concerning health, religious beliefs or sexual orientation) in accordance with the statutory provisions only if you have expressly consented to this processing or if you have obviously made this data public yourself.

		Special categories of personal data are data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or data concerning a natural person’s sex life or sexual orientation (Art. 9 para 1 GDPR). 

The processing of special categories of personal data via a Digital Touchpoint requires an assessment of your  ISP Office with the involvement and approval of the central department responsible for Digital Touchpoints.

Additional document: Possibly Consent - Please also refer to CGP 02937-001.

		Art.9 GDPR



		3.5

		All

		Duration of storage, retention periods



We store your data for as long as is necessary to provide our website and the associated services or for as long as we have a legitimate interest in continuing to store your data (e.g., we may still have a legitimate interest in postal marketing even after a contract has been fulfilled). In all other cases we delete your personal data except for such data that we are obliged to store in order to fulfill legal obligations (e.g., we are obliged to retain documents such as contracts and invoices for a certain period due to retention periods under tax and commercial law).



		A deletion concept must be available for the data collected via the Digital Touchpoint. If further storage is based on legitimate interests, these interests must be documented.

If the storage period and the basis for storage can be specified and limited in a specific individual case, the storage period must be specified. The wording of that text module must be adapted in this case.

		Art. 13 Para 2 lit. a GDPR



		3.6

		If applicable 

		Data transfer to other controllers



In general, your personal data will only be transferred to other controllers if this is necessary for the fulfillment of a contract, if we or the third party have a legitimate interest in the transfer, or if you have given your consent. For details on the legal basis and the recipients or categories of recipients, please refer to the section Processing purposes and legal bases.

 
Additionally, data may be transferred to other controllers if we are obliged to do so by law or by enforceable official or court order. 

		If you transfer personal data to third parties, the purposes of the processing and the legal basis must be clearly defined. This includes to which third parties (legal entity and address) the data is transferred and for what purpose. 



Any transfer of data to other controllers requires a legal review. This also applies to the transfer of data to other companies in the Bosch Group. 

In addition, you must ensure that the transfer is also covered by one of the processing purposes specified in the data protection notice. If this is not the case, a new processing purpose must be named and legally reviewed in advance.


		Art. 13 Para 1 lit. e and lit. d GDPR



		3.7

		If applicable

		Data transfer to service providers



We involve external service providers with tasks such as sales and marketing services, contract management, payment handling, programming, data hosting and hotline services. We have carefully selected these service providers and monitor them regularly, in particular their careful handling and safeguarding of the data stored with them. All service providers are obliged to maintain confidentiality and to comply with the statutory provisions. Service providers may also be other companies from the Bosch Group. 



		Please specify the purposes marked in yellow to the services that are actually provided by external service providers. External service providers may also include other legal entities of the Bosch Group.

		Art. 13 para 1 lit. f GDPR



		3.8

		If applicable

		Transfer to recipients outside the EEA



We may transfer personal data to recipients located outside the EEA into third countries. In such cases, we ensure before the transfer that either the data recipient provides an adequate level of data protection or that your consent to the transfer has been obtained. 



You can obtain a copy of the appropriate or suitable safeguards. Please use the information mentioned in the Contact section for this purpose. 



		Please use this text module if any processing is used where personal data is transferred to recipients outside the EEA.



EEA/Third Country: 

For each data recipient in so-called third countries an appropriate level of data protection must be ensured and documented (e.g., providers of web analysis tools). 



An adequate level of data protection can be accepted on the basis of an adequacy decision of the EU Commission for the respective country or the agreement of so-called EU standard contractual clauses of the EU with the recipient. 



The complete documentation on location and guarantees (for Processor and Controller) must be made available promptly upon data subject request,



The same applies to the transfer of data to other Bosch group companies (also in case they act as processors only).



Only recipients in non-EEA countries must be indicated as all EU member countries are at the same time members of the EEA and countries who are not members of the EU but of the EEA only (Norway, Liechtenstein, Iceland) have incorporated the GDPR into national law.



		



		4.

		All

		[bookmark: _Toc71916991][bookmark: _Toc120720306]Processing purposes and legal bases



We and service providers contracted by us process your personal data for the following processing purposes:



		Please note that the information on the legal bases are suggestions or examples that are likely to be applicable to most circumstances. Nevertheless, you must check these in every individual case.



As soon as a transfer to other responsible parties (including other Bosch legal entities) takes place, the other responsible parties (or at least the categories of recipients) must be named and the legal basis for the transfer must be stated. 



In this case, the wording must be adapted to the specific facts (which legal entity or entities receive data for which purpose and on what legal basis). 



		Art. 13 Para 1 lit. c, lit. d and lit. e GDPR



		5.

		All

		[bookmark: _Toc71916992][bookmark: _Toc120720307]Provision of this website 



		Please always use this text module.

		Art. 13 para 1 lit. c, lit. d and lit. e GDPR



		5.1



		All

		If you use our website solely for information purposes, that is, without registering or otherwise sending us information, we process your personal data to provide this website based on our legitimate interest to present us and to ensure stability and security. 



		If disclosure to other data controllers is required in case of legitimate interest, please clearly define who this data controller is (name of the legal entity and address), for which processing purpose the data is disclosed and what it the legal basis for the disclosure.

		



		6.

		if applicable

		[bookmark: _Toc71916993][bookmark: _Toc120720308]Online Shop



		Please use this text module if an online shop is integrated in your Digital Touchpoint

		



		6.1

		if applicable

		Online Shop



When you use our online shop, we process your personal data for the performance of the contract in accordance with our contractual terms and conditions, including billing.



		Please use this text module if an online shop is integrated in your Digital Touchpoint.

		



		6.2





		if applicable

		Parcel announcement



In order to have your parcels announced, we give your e-mail address and/or telephone number to the transport company apparent from your order as part of the performance of the contract.



[bookmark: _Toc71914907][bookmark: _Toc71916609][bookmark: _Toc71916994][bookmark: _Toc120720309]This company processes your personal data as data controller.



		

		



		6.3

		if applicable

		[bookmark: _Toc71914908][bookmark: _Toc71916610]Credit assessments



[bookmark: _Toc71914909][bookmark: _Toc71916611]We have a legitimate interest in carrying out credit assessments described in this section to protect us against bad debts. We may engage companies that perform an assessment of the risk of non-payment based on mathematical-statistical methods and provide us with information about the probability of non-payment to the extent permitted by law. Address data may also be used for the assessment, but not exclusively. 



[bookmark: _Toc71914910][bookmark: _Toc71916612]If the result of a credit assessment does not meet our requirements, we reserve the right to request a secure method of payment (e.g., credit card) or to refuse to conclude the contract.



[bookmark: _Toc71914911][bookmark: _Toc71916613]The credit assessment is an automated decision-making process. If you do not agree with the result, you can inform us of your point of view in writing so that we can have our decision reviewed by an administrator. In addition, you have a right to information from the respective service provider about the main reasons for the decision.



[bookmark: _Toc71914912][bookmark: _Toc71916614]We have commissioned the following service providers with credit assessments:



[bookmark: _Toc71914913][bookmark: _Toc71916615] [please insert service providers here]

		The use of credit assessments requires a review of your  ISP Office with the involvement and approval of the central department responsible for Digital Touchpoints.



Credit assessments may only be performed if there is a risk of non-payment (e.g., advance payment is made and payment is not guaranteed by a secure payment method).



According to the GDPR, information on scoring (involved logic) must also be retained. Whether this also applies if - as here - third parties perform the scoring has not been clarified, yet. We therefore refer to the providers. It is essential that they are named in full.



Address data may be used for scoring, provided that it is not the exclusive basis for the assessment. If address data is used, the data subject must be informed. This must be documented. In this case, the data subjects should confirm that they have taken note of the data protection notice as follows when concluding the contract: 



☐ I have taken note of the Data Protection Notice [link] including the information on credit assessments [link].



Under GDPR, credit agencies may only consider claims in scores that have been transferred to them in accordance with the above-mentioned specifications. We recommend that this be also contractually regulated with the credit agencies.



The following are examples of possible service providers to be named in the text module. Please do not just adopt these examples, but first check with which service provider your department has concluded a contract. 





SCHUFA Holding AG, Kormoranweg 5, 65201 Wiesbaden, Germany



infoscore Consumer Data GmbH, Rheinstrasse 99, 76532 Baden-Baden, Germany



		Art. 13 para 2 lit. f GDPR



		1.1.1. 6.4

		if applicable

		Payment Processing



We collect your personal data for payment and, if applicable, disbursement processing for the fulfillment of a contract.

 

Your personal data is also processed for the investigation and prevention of fraud, abuse, security-related incidents and other harmful activities, e.g., for anti-money laundering and criminal prosecution. This is based on compliance with applicable laws (e.g., money laundering prevention) as well as our legitimate interest in limiting the risk of non-payment.



		In general, payment service providers collect and process data as own data controller. This must be clear from the integration of the provider into the website, for example, if the link to the provider's domain is marked as an external link or with a corresponding note ("You are being redirected to an offer from ..."). The website or browser window in which the service provider collects the data (under its domain) under its own responsibility should also not be "branded" like the store.



Additional document: Possible data processing agreement 

		



		1.1.2. 6.5

		if applicable

		Payment method: Credit Card



If you pay with your credit card, we commission external service providers to process your credit card-based payment. In this context, your personal data will also be transferred to other controllers or processors.



For credit card payments we use the following providers:



		If you use credit card as payment method on your Digital Touchpoint, please use this module and additionally select the module of the payment service provider you specifically use.









Do not use this sentence when you are using the Payment Gateway of Robert Bosch GmbH and the Robert Bosch GmbH is also mentioned above as controller of this Digital  Touchpoint.



		



		1.1.3. 6.5.1

		if applicable

		Adyen B.V.: Simon Carmiggeltstraat 6 - 50, 1011 DJ Amsterdam, Netherlands



In this respect, the privacy policy of Adyen B.V. applies, which must be acknowledged separately.



		Please note: A central framework agreement exists for this service provider.

		



		1.1.4. 6.5.2

		if applicable

		Stripe Payments Europe Ltd., 1 Grand Canal Street Lower, Grand Canal Dock, Dublin, Ireland and Stripe Payments UK Ltd., 211 Old Street, The Warehouse, 7th Floor, London EC1V 9NR (hereinafter referred to as "Stripe”).



In this respect, the privacy policy of Stripe applies, which must be acknowledged separately. 



Please find more information here: https://stripe.com/gb/privacy



		Please note: A central framework agreement exists for this service provider.



The Framework Agreement stipulates that the link https://stripe.com/gb/privacy must be mentioned in the Data Protection Notice. When used outside of Germany, you must adapt to the respective country by adjusting the two-digit country code in the link to the applicable country.

		



		1.1.5. 6.5-3

		if applicable

		Robert Bosch GmbH, Robert-Bosch-Platz 1, 70839 Gerlingen-Schillerhöhe, Germany

		Use this text block only when you are using the Payment Gateway of Robert Bosch GmbH and the Robert Bosch GmbH is not mentioned as a controller of this Digital  Touchpoint.



		



		1.1.6. 6.6

		if applicable

		Payment method: "Klarna Invoice" or "Klarna Instalments”



If you select the payment method "Klarna Invoice" or (if offered) "Klarna Instalments", the payment will be processed via:



Klarna Bank AB (publ), Sveavägen 46, 111 34 Stockholm, Sweden (hereinafter referred to as "Klarna").



In this respect, the privacy policy of Klarna applies, which must be acknowledged separately. 



		Please note: A central framework agreement exists for this service provider.



		



		1.1.7. 6.7

		if applicable

		Payment method: „PayPal“



If you select the payment method „PayPal“ the payment will be processed via:



PayPal (Europe) S.a.r.l. et Cie, S.C.A., 22-24 Boulevard Royal, L-2449 Luxembourg and PayPal Pte. Ltd, 5 Temasek Boulevard #09-01, Suntec Tower Five, Singapore 038985 (hereinafter referred to as "PayPal").



In this respect, the privacy policy of PayPal applies, which must be acknowledged separately. 



		Please note: A central framework agreement exists for this service provider.

		



		1.1.8. 6.8

		if applicable

		Claims management



We reserve the right to have claims collected by external service providers or to sell claims to third parties and, in this context, to transmit to the respective buyer the data required for the collection of the claim. The legal basis in the aforementioned cases is our legitimate interest in efficient claims management.



When collecting claims, buyers of claims act on their own behalf and process the transmitted data as a controller. In this respect, the privacy policy of the respective purchaser of claims applies. 



We sell claims to the following companies:



[Please insert name and address of the buyer].



		The text module covers (1) the collection of claims by processors and (2) the transfer of data to buyers. 



For the Bosch Group, it is expected that buyers of claims be explicitly named (preferred solution). Exceptions require a review by the responsible  ISP Office with the involvement of the central department responsible for Digital Touchpoints.

		



		1.1.9. 6.9

		if applicable

		[bookmark: _Toc25852299][bookmark: _Toc71914914][bookmark: _Toc71916616][bookmark: _Toc71916995][bookmark: _Toc120720310]Reports to credit agencies



We report due receivables to credit agencies if payment has not been made despite being due. The transmission is necessary to protect our legitimate interests or the legitimate interests of third parties and the other legal requirements are met. These are: 



· the claim is enforceable or has been expressly acknowledged; or 

· the debtor has been reminded in writing at least twice after the due date of the claim, the first reminder was at least four weeks ago, the debtor has been informed beforehand, but at the earliest at the time of the first reminder, about a possible consideration by a credit agency and the claim has not been disputed; or 

· the contractual relationship underlying the claim can be terminated by us without notice due to payment arrears and the debtor has been informed about a possible consideration by a credit agency.



In addition, we may report non-contractual behavior (e.g., fraudulent behavior, misuse) to credit agencies, insofar as this is necessary to protect our legitimate interests or the legitimate interests of third parties and there is no reason to assume that the legitimate interest of the data subject is overridden.  



Our reports are sent to the following credit agency(ies): 



[please insert name and address of the service provider].



		The reporting of data to credit agencies requires a review by the  ISP Office responsible for you, with the involvement and approval of the central department responsible for Digital Touchpoints.

Reports may only be made if the legal requirements are met.

Examples of possible credit agencies are listed below. Please do not just accept these, but first check with which service provider your department has concluded a contract. 



SCHUFA Holding AG, Kormoranweg 5, 65201 Wiesbaden, Germany





infoscore Consumer Data GmbH, Rheinstrasse 99, 76532 Baden-Baden, Germany

		Art. 13 para 1 lit. e GDPR



		1.1.10. 7.

		if applicable

		[bookmark: _Toc71916996][bookmark: _Toc120720311]Registration

		Please use this text module if one of the following sub-modules is used on your Digital Touchpoint.



		



		7.1



		 if applicable 

		Registration 



If you wish to use services that require registration as part of a contract, we will collect your personal data to conclude and fulfill the contract (e.g., first name, last name, date of birth, e-mail address, and, if applicable, information on the desired payment method or account holder) and, if applicable, other data on a voluntary basis. We mark mandatory data with an *.



		In the registration mask, mark mandatory fields with an * (background: transparency according to GDPR and requirement of certification providers such as Trusted Shops).

Only the absolutely necessary personal data may be collected by means of a mandatory field to comply with the principle of data minimization.

		Art. 13 para 1 lit. c and para 2 lit. e GDPR



		7.2

		if applicable

		[bookmark: _Toc71914915][bookmark: _Toc71916997][bookmark: _Toc120720312]Social Sign-In



We offer you the option of logging into our website with social sign-ins such as Facebook Login and X. 



To register, you will be redirected to the page of the respective social network, where you can log in with your data there. This has the effect that your account of the respective network is linked to our service. In the process, the information of your public profile there, your e-mail address and the identification marks of your network friends as well as, if applicable, further data will be transmitted to us by the respective social network. 



Conversely, the social network used for registration receives your login status, browser information and your IP address. The provider of the social network or its server may be located outside the EU or the EEA (e.g., in the USA).



If you do not want any data transfer to take place between us and the social networks, do not log in via the social registration services, but use our own registration service instead. 



		We generally recommend offering other registration options. Please coordinate an implementation of social sign-in services with the  ISP Office responsible for you.

If you use Bosch's own Single Sign On Service, please implement the data protection notice provided by BD/PAU here instead of this text module. You can find the notice under the following link: https://inside-docupedia.bosch.com/confluence/display/CIAM/Data+privacy+statement+snippet



		Art. 13 para 1 lit. c, e and f GDPR



		1.1.11. 7.3

		if applicable

		[bookmark: _Toc71914916][bookmark: _Toc71916998][bookmark: _Toc120720313]Communities



We offer you the opportunity to become a member of one of our PROVIDER communities (such as the NAME Community or the NAME Forum). There you can register, create a user profile and communicate with other members. We will use your data generated there only within the scope of the declaration of consent given by you for the relevant marketing, market research and service purposes. You can revoke this consent at any time with future effect. You can revoke your consent via the link provided in the Community. Alternatively, please contact us using the details in the Contact section.



Via your settings in the community, you can choose whether individual details of your user profile are published to all members of the community or only to your "community friends", or whether they remain private. 



[bookmark: _Toc71914917][bookmark: _Toc71916999][bookmark: _Toc110932362][bookmark: _Toc120720314]All other data that you generate in the communities, e.g., by creating comments or pictures, are automatically publicly accessible and are linked to your user profile.



		Please add provider and community names.

Additional document: consent form as included in CGP 02937-001.



















		Art. 13 para 1 lit. c, para 2 lit. c GDPR



		8.

		if applicable

		[bookmark: _Toc71917000][bookmark: _Toc120720315]Our marketing activities

		Please use this text module if one of the following sub-modules is used on your Digital Touchpoint.



		Art. 13 para 1 lit. c, para 2 lit. c GDPR



		8.1

		if applicable

		Participation in product and customer surveys



On our website, you have the opportunity to participate in product and customer surveys. These surveys are generally anonymized.



If we conduct a product and customer survey by mail, we enable you to participate by using your personal data from an existing contractual relationship. The legal basis for this processing is our legitimate interest to optimize our own products and services, to develop new products and services and thus to maintain your satisfaction.



If you wish to participate in an electronic (e.g., by e-mail) or telephone product and customer survey, we will only contact you for this purpose with your express consent. Even if you have consented to be contacted, your participation in the survey is voluntary.



		The use of own customer data for product or customer surveys is generally permissible, provided that the type of contact (e.g., e-mail, telephone) is permitted.

 

Contact for the purpose of product or customer survey is permissible without consent if it is made by post. 



In the case of surveys by e-mail or telephone, on the other hand, explicit consent should be obtained. 



Additional document: Declaration of consent - Please also refer to CGP 02937-001.



If, in this context, disclosure to controllers is required in the case of legitimate interest, the following addition should be inserted:



For the purpose of [please specify], it is necessary to transfer your data to the following controller(s): [name of legal entity and address] (legal basis for the transfer: [please specify]).



		



		8.2

		if applicable

		[bookmark: _Toc71914918][bookmark: _Toc71917001][bookmark: _Toc120720316]Prize draws or discount promotions



If you participate in a prize draw or a discount promotion from us, we will use your personal data to carry out the prize draw/discount promotion. The details of which personal data we process for this purpose can be found in the respective registration form of the prize draw/discount promotion. Further information on the price draw or discount promotion can be found in the respective Terms and Conditions.



		Please delete the aspect that is not relevant to your specific case.

		



		8.3

		if applicable

		[bookmark: _Toc71914919][bookmark: _Toc71917002][bookmark: _Toc120720317]Newsletter



[bookmark: _Toc71914920][bookmark: _Toc71917003][bookmark: _Toc110932366][bookmark: _Toc120720318]You can subscribe to newsletters as part of our website. We send these newsletters based on your consent.



[bookmark: _Toc71914921][bookmark: _Toc71917004][bookmark: _Toc110932367][bookmark: _Toc120720319]To confirm your consent, we use a double opt-in procedure, according to which we will only send you a newsletter by e-mail if you have previously expressly confirmed the activation of the newsletter service by clicking on a link in a notification mail. 



You can stop receiving the newsletter at any time by revoking your consent. The revocation takes place for e-mail newsletters via the link contained in the newsletter. Alternatively, please contact us using the details in the Contact section.



		In the Bosch Group, sending newsletters without opt-in is not permitted. 



Please find consent texts for sending newsletters in CGP 02937-001. 



If you send newsletters via other media, then supplement or change them in the text module.

 

These can be, for example: mobile messaging services, SMS or push messages.



If tracking of recipients takes place in the newsletter, please also use the next text module.

		



		8.4

		if applicable

		[bookmark: _Toc71914922][bookmark: _Toc71917005][bookmark: _Toc110932368][bookmark: _Toc120720320]In order to design our newsletter according to demand and to optimize our offers, we analyze the reading behavior in our newsletters based on consent. For this analysis, the newsletters contain web beacons, also called pixels.



[bookmark: _Toc71914923][bookmark: _Toc71917006][bookmark: _Toc110932369][bookmark: _Toc120720321]When you read the newsletter, we record which links you click on in the newsletter and infer your personal interests from this. We link this data with technical information about your terminal device (e.g., time of retrieval, browser type and operating system). 



[bookmark: _Toc71914924][bookmark: _Toc71917007][bookmark: _Toc110932370][bookmark: _Toc120720322]This analysis does not take place if you revoke your consent or have deactivated the display of images by default in your e-mail program. In this case, the newsletter will not be displayed to you in full and you may not be able to use all the functions. As soon as you display the images, the analysis just described will be reactivated.



		[bookmark: _Toc71914925][bookmark: _Toc71917008][bookmark: _Toc110932371][bookmark: _Toc120720323]Use this text module if tracking of the newsletter recipients takes place in the newsletter.

Please note that the recipient of the newsletter must give consent to the analysis in advance. Appropriate consent texts for sending newsletters with user analysis can be found in CGP 02937-001.

		



		8.5

		if applicable

		[bookmark: _Toc71914926][bookmark: _Toc71917009][bookmark: _Toc120720324]Registration for events 



On our website, you have the opportunity to register for events (e.g., face-to-face, or online events, webinars). We use your personal data to conduct the event. You can find the details of whether and which personal data we process for this purpose on the respective event registration form.



		Use this text module if registration for events is possible on your Digital Touchpoint.

		



		9.

		if applicable

		[bookmark: _Toc71917010][bookmark: _Toc120720325]Communication

		Please use this text module if one of the following sub-modules is used on your Digital Touchpoint.



		Art. 13 para 1 lit. c, para 2 lit. c GDPR



		9.1

		if applicable

		Contact form 



You contact us via a provided contact form. We store and use data entered in contact forms, such as name, e-mail, address and telephone number, to communicate with you. We process your personal data based on our legitimate interest in customer support and to improve our products and services.



		Use this module if a contact form is available on your Digital Touchpoint.

		



		9.2



		if applicable

		Chatbot



We offer you the possibility of receiving advice on our products and services via chatbot. In this case, your personal data is processed on the basis of our legitimate interest in customer support and to improve our products and services.



During the use of the chat, we store the chat history. After the chat has ended, this data will be deleted, unless the chat is part of a support or service request. In the latter case, the content of the chat will be assigned to your customer account and stored for the purpose of fulfilling the contract.



		As soon as a "chatbot" from a third-party provider is used on your Digital Touchpoint, please additionally check under which conditions, e.g., for which purposes, data is processed by the service provider and whether a contract processing agreement is to be concluded with the service provider. For this purpose, please involve the  ISP Office responsible for you.



Additional document: Data Processing Agreement

		





		10

		All

		[bookmark: _Toc71917011][bookmark: _Toc120720326]Security and protection of rights 



		

		Art. 13 para 1 lit. c, para 2 lit. c GDPR



		10.1

		All

		We may also process your personal data to investigate service disruptions and for security reasons to comply with our legal obligations in the area of data security, as well as on the basis of our legitimate interest in the elimination of service disruptions and the security of our offers. 



		

		



		10.2

		All

		We may process your personal data to protect and defend our rights. This purpose also constitutes our legitimate interest. 



		

		



		11.0

		All

		[bookmark: _Toc71917012][bookmark: _Toc120720327]Log Files



		Please always use this text module.

		



		11.1

		All

		Log Files



Every time you use the internet, certain information is automatically transmitted by your internet browser and stored in log files. 



Log files are stored by us for the purpose of investigating service disruptions and for security reasons (e.g., to clarify attempted attacks) for a period of 90 days. Log files whose further storage is necessary for the purpose of evidence are exempt from deletion until the final clarification of the respective incident and may be passed on to investigative authorities in individual cases. 



The following information is stored in the log files:

· IP address (internet protocol address) of the end device from which our website is accessed;

· Internet address of the website from which our website was accessed (origin or referrer URL);

· Name of the service provider used to access the website;

· Name of the files or information retrieved;

· Date and time as well as duration of the retrieval;

· amount of data transferred;

· Operating system and information on the Internet browser used, including installed add-ons (e.g., for Flash Player);

· http status code (e.g., "request successful" or "requested file not found").



		If you use this text module, you must also list log files as a separate category in the data categories.



Complete log files should be stored for a maximum of 90 days for IT security purposes as agreed with C/ISP-IS. 



IT should check and confirm an appropriate storage period.



Please note the following:

The listing of information stored in the log files is provided here as an example. In each individual case, you must check whether the cases mentioned are applicable or need to be adjusted if necessary.  







		Eventuell erforderlich nach Art. 13 para 2 lit. e GDPR oder nach Art. 14 para 1 lit. d GDPR, weil Daten nicht "bei betroffener Person erhoben wurden".



		12.

		If applicable

		[bookmark: _Toc71914927][bookmark: _Toc71917013][bookmark: _Toc120720328]Information storage and access

		Please use this text module if any cookies or comparable technologies (technically necessary or not) are stored when using the Digital Touchpoint.



		



		12.1

		if applicable

		[bookmark: _Toc71914928][bookmark: _Toc71917014][bookmark: _Toc120720329]Use of Cookies and other technologies



In the course of providing our website, cookies and other technologies may be used that either store information on your terminal equipment or gain access to information stored on your terminal equipment. 



Cookies are small text files that can be stored on your end device when you visit a website. 



The use of our website is generally possible without cookies that are not technically necessary.



		Please use this text module if any cookies or comparable technologies (technically necessary or not) are stored when using the Digital Touchpoint.



A legal check must always be carried out based on local law.



Please use this text module when cookies are used on the Digital Touchpoint. This applies in the case that only technically necessary cookies are set, i.e., those cookies without which the website cannot be provided. Furthermore, this also applies in the event that technically not necessary cookies such as tracking mechanisms are used as well.



If your Digital Touchpoint also uses technically unnecessary mechanisms that either store information on the user's terminal equipment or gain access to information stored on the terminal equipment, please make sure that you have included the following documents on your Digital Touchpoint in accordance with this module:



- Consent Layer (short information about the use of cookies, which is displayed when visiting the page and asks the user for consent for the setting of technically unnecessary cookies and tracking mechanisms or for the reading of information stored on the user's terminal equipment for technically not necessary purposes (e.g., log file analysis).



- Privacy Settings (button in the footer via which the user can manage his settings regarding technically not necessary cookies and tracking mechanisms).



Both documents are provided by BD/PAU as a technical blueprint.



		Art. 13 para 1 lit c GDPR and Art. 5 para 3 ePrivacy-Directive 







		12.2

		if applicable

		Technically necessary cookies



By technically necessary cookies, we mean cookies without which the technical provision of the website cannot be guaranteed. This includes, for example, cookies that store data in order to ensure the interference-free playback of video or audio content.



These cookies are deleted at the end of your visit.



		Please use this text module if technical necessary cookies are placed when using the Digital Touchpoint.

		



		12.3

		if applicable

		Technically not necessary mechanisms



We only use technically not necessary cookies and tracking mechanisms if you have given us your prior consent. 



The only exception to this is the cookie that stores the current status of your privacy settings (selection cookie).



		





		



		12.4

		 if applicable 

		We use third-party tools to integrate technically not necessary cookies and mechanisms. These tools ensure that technically not necessary cookies and mechanisms are only set with your consent.



We use the following tools:



		Please use when using a tag manager (Tealium / Google Tag Manager)

		



		12.5

		if applicable

		Name: Google Tag Manager



Provider: Google Ireland Limited, Gordon House, Barrow Street, Dublin 4, Ireland



Function: Management of website tags via an interface, integration of program codes on our websites



		Please use this text module if you use Google Tag Manager

		



		12.6

		if applicable

		Name: Tealium

 

Provider: Tealium Inc., 11095 Torreyana Road San Diego, CA 92121



Function: Management of website tags via an interface, integration of program codes on our websites



		Please use this text module if you use Tealium

		



		12.7

		if applicable

		Convenience



Cookies and mechanisms, which are assigned to this category, facilitate the operation and thus enable a more comfortable surfing on our website. For example, your language settings can be stored in these cookies.



		Please use this text module if you use Convenience Cookies.



In the Data Protection Notice, a jump mark to this section must be set, e.g. with the technical ID "comfort". 



For example, within the heading <h1 id="convenience">...</h1>.



In the Consent Layer provided by BD/PAU, the jump labels are made flexibly customizable. Deviations from these guidelines require a review by the  ISP Office responsible for you, with the involvement and approval of the central department responsible for Digital Touchpoints.



		



		12.8

		if applicable 

		Marketing



The use of marketing cookies and tracking mechanisms such as web beacons enables us to show you personalized offers based on an analysis of your interests and usage behavior.



Below we explain which mechanisms and which providers we use on this website. 

		Please use this text module if you use Marketing Cookies or comparable technologies.



In the Data Protection Notice, a jump mark to this section must be set, e.g., with the technical ID „marketing“. 



For example, within the heading <h1 id="marketing">...</h1>



In the Consent Layer provided by BD/PAU, the jump labels are made flexibly customizable. Deviations from these guidelines require a review by the  ISP Office responsible for you, with the involvement and approval of the central department responsible for Digital Touchpoints.



When using such tools, you have to check in each individual case whether a data processing agreement or EU standard contractual clauses are necessary.



It should also be technically ensured that the IP address is not processed by the providers or is only processed in abbreviated form. At the same time, this should also be contractually agreed.



		Art. 13 para 1 lit. c GDPR





		12.9

		if applicable

		Analysis



We use analysis tools to improve our products and services. We measure, for example, the number of page views or your behavior on our website. This may also include the evaluation of log files.



		Please use this text module when using analysis tools.



In the Data Protection Notice, a jump mark to this section in the Data Protection Notice must be set, e.g., with the technical ID „analysis“. 



For example, within the heading <h1 id="analysis">...</h1>



In the Consent Layer provided by BD/PAU, the jump labels are made flexibly customizable. Deviations from these guidelines require a review by the  ISP Office responsible for you, with the involvement and approval of the central department responsible for Digital Touchpoints.



When using such analysis tools, you have to check in each individual case whether a data processing agreement or EU standard contractual clauses are necessary.



It should also be technically ensured that the IP address is not processed by the providers or is only processed in abbreviated form. At the same time, this should also be contractually agreed.



		



		12.10

		if applicable 

		Conversion Tracking



Our conversion tracking partners place a cookie on your computer ("conversion cookie") if you have reached our website via an advertisement of the respective partner. 



If you visit certain websites of ours, we and the respective conversion-tracking provider can recognize that a certain user clicked on the ad and was thus redirected to our site. This may also take place across devices. 



The information collected using the conversion cookie is used to create conversion statistics and to record the total number of users who clicked on the relevant ad and were redirected to a page tagged with a conversion tracking tag.



		Please use this text module when using Conversion Tracking.



The use of such tools is not recommended and requires the review of the  ISP Office responsible for you with the involvement and approval of the responsible central department.

		



		12.11

		 if applicable 

		Retargeting



Retargeting tools use advertising cookies or third-party advertising cookies, web beacons (invisible graphics also known as pixels or tracking pixels), or similar technologies to create user profiles. 



These are used for interest-based advertising and to control the frequency with which the user sees certain ads.



		Please use this text module when using Retargeting Tools.



There are several risks associated with using retargeting tools that you need to be aware of. For some tools, C/ISP-DP has prepared a risk overview, which can be requested there. Please involve the  ISP Office responsible for you before using retargeting tools.

		



		13.

		if applicable

		We use the following tools:



		Please use this text module if one of the following sub-modules is used on your Digital Touchpoint.



		



		13.1

		if applicable

		Name: Google Analytics



Provider: Google Ireland Limited, Gordon House, Barrow Street, Dublin 4, Ireland



Function: Analyze user behavior (page views, number of visitors and visits, downloads), create pseudonymous user profiles based on cross-device information of logged-in Google users (cross-device tracking), enrich pseudonymous user data with target group-specific information provided by Google, retargeting, UX testing, conversion tracking and retargeting.



Additional information: We use the "anonymize IP" function, which anonymizes your IP address before writing it to disc. 



We use the paid version of Google Analytics, in which the data collected on our website via Google Analytics is stored on own Google servers. Google may not use this data for its own purposes or mix it with other data that Google collects about you in other ways, such as when you are logged into your Google account on your browser while visiting our website.



		For the Google Marketing Platform, the product "Google Analytics 360" with the anonymize IP function is to be used.



The integration of Google Analytics is only permitted if the enterprise version of Google Analytics 360 is used. For this, there is a central Data processing framework agreement with Google, which contractually excludes the processing of personal data for Google's own purposes.



Please check whether Google Analytics 360 is only used for the creation of statistics (recommended by C/ISP-DP) or whether it is also used for additional purposes. The text module must be adapted accordingly and non-relevant purposes (highlighted in yellow in the text module) must be deleted.



Some BUs are currently switching from Google Analytics 360 to the successor product Google Analytics 4. In these cases, please adapt the text module accordingly.



For more information, contact Bosch.IO digitalanalytics@bosch.com 

		



		13.2

		if applicable

		Name: Google Optimize



Provider: Google Ireland Limited, Gordon House, Barrow Street, Dublin 4, Ireland



Function: Cookie can track how user behaved across pages, UX testing



		Please include Bosch.IO (digitalanalytics@bosch.com) before using this tool. 



A framework agreement is currently being prepared for the use of Google Optimize 360.



		



		13.3

		if applicable

		Name: Google Ads

Provider: Google Ireland Limited, Gordon House, Barrow Street, Dublin 4, Ireland

Function: Placement of advertisements, remarketing, conversion tracking

		The use of this tool is not recommended and requires the assessment of the  ISP Office responsible for you with the involvement and approval of the responsible central department.

		



		13.4

		if applicable

		Name: Google DoubleClick



Provider: Google Ireland Limited, Gordon House, Barrow Street, Dublin 4, Ireland



Function: Placement of advertisements, remarketing, conversion tracking



		The use of this tool is not recommended and requires the assessment of the  ISP Office responsible for you with the involvement and approval of the responsible central department.

		



		13.5

		if applicable

		Name: etracker



Provider: etracker GmbH, Erste Brunnenstraße 1, 20459 Hamburg, Germany



Function: Analyze user behavior (page views, number of visitors and visits, downloads)



		The use of this tool is not recommended and requires the assessment of the  ISP Office responsible for you with the involvement and approval of the responsible central department.

		



		13.6

		if applicable

		Name: [Name of Tool]

Provider: [Name and postal address of the provider of the tool, including country].

Function: [Please specify the exact function]



		The use of individual tools requires the review of the  ISP Office responsible for you with the involvement and approval of the responsible central division.



Please add other providers.

		



		14.

		if applicable

		Managing cookies and tracking mechanisms 

In the browser and/or in our Privacy Settings, you can manage your cookie and tracking mechanism settings.


Please note: The settings you make each apply only to the browser you are using.

		This text module must be included if technically unnecessary cookies and tracking mechanisms are used on the Digital Touchpoint.



Make sure that you have included the Privacy Settings document (button in the footer through which the user can manage their settings regarding technically unnecessary cookies and tracking mechanisms) on your Digital Touchpoint. A corresponding solution is provided by IOC-PAU as a technical blueprint.



		



		14.1

		All

		Switch off all cookies



If you would like to disable all cookies, please go to your browser settings and disable the setting of cookies. Please note that this may affect the functionality of this website. 



		

		



		15.

		if applicable

		[bookmark: _Toc71917015][bookmark: _Toc120720330]Plugins

		Please use this text module if one of the following sub-modules is used on your Digital Touchpoint.



		



		15.1.

		 if applicable 

		[bookmark: _Toc488391493][bookmark: _Toc488393273][bookmark: _Toc488393529][bookmark: _Toc520925723]Plugins 



We offer the use of plugins from various social and other networks on our website. 



Further processing of data by the providers  



Plugins represent extensions of the providers of the social networks. We therefore have no influence on the further processing of the data collected and stored via the plugins by the providers of the respective networks.   

 

For information on the purpose and scope of the collection, further processing and deletion of the data by the respective provider, as well as your rights in this regard and setting options for protecting your privacy, please refer to the privacy policy of the respective provider.  



We use plugins from the following providers listed below:  



		Plugins are additional components that are provided by the respective provider and are then integrated by the creator of the Digital Touchpoint. A classic example is the Facebook "Like" button.



With such plugins, data of the website visitor is regularly sent to servers of the respective provider without the website visitor having to click on the plugin.



We therefore recommend that you avoid using plugins and instead, where possible, set simple links to your fan page, other social media channels or YouTube channel. If you only set links, then you do not need the text modules from this section, as the website visitor will be redirected to an external page.



The use of plugins is not recommended and requires the assessment of the  ISP Office responsible for you with the involvement and approval of the relevant central department.

Plugins are to be integrated with a two-click solution. This means that a transmission of data must be prevented as long as the user does not actively use the plugins. The user must first activate the plugin in order to be able to use the respective plugin in the second step.



You can get the code for integration as well as additional explanations at: https://github.com/heiseonline/shariff (only in English), or regarding Tweets or videos at: https://github.com/heiseonline/embetty



When using such 2-click solution, please also use the following text module. 



Please note that the European Court of Justice ruled on 29 July 2019 that the integration of social plugins leads to a joint control situation (Art. 26 GDPR). This means that a separate agreement must be concluded with the provider. So far, however, hardly any providers offer such an agreement.



This section is intended as an introduction. The following are text modules for various typical social plugins, which you can select individually or cumulatively.



If you use plugins that are not listed below, please contact the  ISP Office responsible for you under Involvement and the responsible central department for Digital Touchpoints to create the designated building block.



		Art. 13 para 1 lit. c, e und f GDPR



		15.2

		If applicable

		2-Click-Solution



Plugins are inactive by default. 



To increase the protection of your data when visiting our website, the plugins are integrated into the page by means of a "2-click solution". With this 2-click solution, we protect you from having your visit to our websites recorded by default and possibly evaluated by providers of the respective plugin.



If you do not want the providers of the respective networks to receive data about your use of this website and possibly store or further use it, you should not activate the respective plugins. 



Activating the plugin  



You can decide for yourself whether you want to interact with the network of the respective provider and whether your data should be transmitted to the respective provider or not. Only with your click on the provided button, the plugins are activated and integrated into the page by transmitting the content of the respective plugin from the server of the associated provider directly to your browser. Subsequently, you can perform the desired interaction with the network with another click. If you decide to activate a plugin, we process your data based on your consent.



Collection of data by the providers  



When a plugin is activated, your browser establishes a direct connection to the servers of the respective provider. Through this, the respective provider receives the information that your browser has called up the corresponding page of our website; even if you do not have a user account with the provider or are not currently logged in to it.  



If you already have a user account with a provider of a network and you are already logged in while visiting our websites, the operator of the respective network may be able to assign the visit to your personal user account as soon as you activate the plugins. This may enable the provider to analyze your usage behavior and store it in a profile.  



In addition, your IP address and other data about your browser settings are transmitted by your browser directly to a server of the respective provider and may be stored there.



Deactivating the plugin  



If you no longer wish to use an activated plugin, you can also deactivate the plugin using the button provided. Please note that data already transmitted will not be affected by this.  





		This text module describes the 2-click solution. 



The code for embedding the 2-click-solution as well as additional explanations are available at: https://github.com/heiseonline/shariff (English only).



The code deposited there is under a permissive open-source license and may be used without restrictions, provided that the license is also published. The license can be found at: 

https://github.com/heiseonline/shariff/blob/develop/LICENSE.txt



In addition, there is a plugin for WordPress-based websites based on the Shariff solution:

https://wordpress.org/plugins/shariff/



For YouTube videos, among others, the solution Embetty is to be used, which is also under a permissive open-source license. You can get the code for the integration as well as additional explanations at https://github.com/heiseonline/embetty

		



		15.3

		if applicable

		Plugins from Meta 



We are joint controllers with Meta Platforms Ireland Limited, 4 Grand Canal Square, Grand Canal Harbour, Dublin 2, Ireland ("Meta") for processing your personal data in the context of Meta plugins on our website. 



To determine the respective responsibilities for the fulfillment of the obligations regarding joint controllership, we have concluded a joint controller agreement with Meta. You can access the main contents of the agreement at any time under the following link: https://www.facebook.com/legal/terms/page_controller_addendum 



In particular, it regulates which security measures Meta must observe and how data subject rights can be asserted against Meta.  



When you use the Meta plugin, we collect and transmit event data to Meta.



The purposes for collecting and transmitting event data are set out in the Terms of Use for Meta Products and include the following:  



· Measurement and analysis  

· Targeting of advertisements  

· Delivery of commercial and transactional messages 

· Improving ad delivery, personalizing features and content, and improving and securing Meta Products.  



For more information, please see Meta’s privacy policy.



		The use of the plugin is not recommended and requires the assessment of the  ISP Office responsible for you with the involvement and approval of the responsible central department. In particular, the plugin is to be integrated with a two-click solution.

		



		15.4

		if applicable

		Plugins from X 



X (formerly Twitter) is operated by X Corp., 1355 Market St, Suite 900, San Francisco, CA 94103, USA and Twitter International Company, One Cumberland Place, Fenian Street Dublin 2, D02 AX07 Ireland ("X").



When you use the X content, such as an embedded timeline or X buttons, X may receive log data containing data of the website you visited. However, according to X, this data is not collected if you are in the European Union or European Free Trade Association (EFTA) states. 



For more information, please see X’s privacy policy.



		The use of the plugin is not recommended and requires the assessment of the  ISP Office responsible for you with the involvement and approval of the responsible central department. In particular, the plugin is to be integrated with a two-click solution.

		



		15.5

		if applicable

		Plugins from Pinterest 



Pinterest is operated by Pinterest Europe Ltd., Palmerston House, 2nd Floor, Fenian Street, Dublin 2, Ireland. ("Pinterest"). 



 When you use the Pinterest content, such as the bookmark button, Pinterest may receive log data containing data of the website you visited.   



You can find more information in Pinterest's privacy policy.



		The use of the plugin is not recommended and requires the assessment of the  ISP Office responsible for you with the involvement and approval of the responsible central department. In particular, the plugin is to be integrated with a two-click solution.

		



		15.6

		if applicable

		Plugins from Instagram



We are joint controllers with Meta Platforms Ireland Limited, 4 Grand Canal Square, Grand Canal Harbour, Dublin 2, Ireland ("Meta") for processing your personal data in the context of Instagram plugins on our website. 



To determine the respective responsibilities for the fulfillment of the obligations regarding joint controllership, we have concluded a joint controller agreement with Meta. You can access the main contents of the agreement at any time under the following link: https://www.facebook.com/legal/terms/page_controller_addendum    



In particular, it regulates which security measures Meta must observe and how data subject rights can be asserted against Facebook.  



When you use the Instagram plugin, we collect and transmit event data to Meta.   



The purposes for collecting and transmitting event data are set out in the Terms of Use for Meta Products and include the following:  



· Measurement and analysis  

· Targeting of advertisements  

· Delivery of commercial and transactional messages  

· Improving ad delivery, personalizing features and content, and improving and securing Meta Products.  



For more information, please see Meta’s privacy policy.



		The use of the plugin is not recommended and requires the assessment of the  ISP Office  responsible for you with the involvement and approval of the responsible central department. In particular, the plugin is to be integrated with a two-click solution.

		



		16.1.

		if applicable

		[bookmark: _Toc71914929]YouTube



[bookmark: _Toc71914930]This website uses videos from the video platform YouTube. YouTube is a platform that enables the playback of video files. It is operated by Google Ireland Limited, Gordon House, Barrow Street, Dublin 4, Ireland and its parent company: Google LLC, 1600 Amphitheatre Parkway, Mountain View, CA 94043, USA.



[bookmark: _Toc71914931]To increase the protection of your data when visiting our website, the YouTube content is integrated into the page in "privacy enhanced mode".



[bookmark: _Toc71914933]This way, a connection to YouTube, including a transmission of log data to YouTube, is only established when you perform an interaction with the player.



[bookmark: _Toc71914934]When you interact with the active YouTube player, data is also transmitted to YouTube as controller and contact is made with the Google DoubleClick advertising network, which may trigger further data processing operations over which we have no control.



For more information, please see YouTube's privacy policy.



		The embedding of YouTube videos requires the integration of a 2-click solution.



The code for embedding the 2-click-solution as well as additional explanations are available at:  https://github.com/heiseonline/embetty (English only).



The code deposited there is under a permissive open-source license and may be used without restrictions, provided that the license is also published. The license can be found at: 

https://github.com/heiseonline/embetty/blob/master/LICENSE



In addition, the privacy enhanced mode must be activated. You can read how this is done at the following link: https://support.google.com/youtube/answer/171780?hl=en-GB#zippy=%2Cturn-on-privacy-enhanced-mode 





.



		



		16.2

		if applicable

		Google Maps



This website uses map services from Google Maps. Google Maps is operated by Google Ireland Limited, Gordon House, Barrow Street, Dublin 4, Ireland and its parent company: Google LLC, 1600 Amphitheatre Parkway, Mountain View, CA 94043, USA.



When you interact with Google Maps, data is also transmitted to Google as controller and contact is made with the Google DoubleClick advertising network, which may trigger further data processing operations over which we have no control.



For more information, please see Google's privacy policy.



		The embedding of Google Maps requires the integration of a 2-click solution.



The code for embedding the 2-click-solution as well as additional explanations are for example available at: https://github.com/01-Scripts/2Click-Iframe-Privacy 



The code deposited there is under a permissive open-source license and may be used without restrictions, provided that the license is also published. The license can be found at: 

https://github.com/01-Scripts/2Click-Iframe-Privacy/commit/e6d02e60e2f33edb391cc970f649b4b05e2e967d 

		



		17.

		 if applicable 

		[bookmark: _Toc71917016][bookmark: _Toc120720331]Obligation to provide personal data



You must provide those personal data that are required for the establishment and implementation of a business relationship and for the fulfillment of the associated contractual obligations or for the processing of which we are legally obligated. 



We mark such personal data in the respective forms or functions with an *.



Please note that without the provision of such personal data, we will not be able to enter into or perform a contract with you. In this case, certain services (see "Processing purposes and legal basis") cannot be used.



		Please use this text module when the data subjects need to provide personal data to conclude a contract of any kind.

		Art. 13 para. 2 lit. e GDPR



		18..

		All

		[bookmark: _Toc488391498][bookmark: _Toc488393278][bookmark: _Toc488393534][bookmark: _Toc520925729][bookmark: _Toc71914935][bookmark: _Toc71917017][bookmark: _Toc120720332]External links



Our websites may contain links to internet pages of third parties, in particular providers who are not related to us. Upon clicking on the link, we have no influence on the collecting, processing and use of personal data possibly transmitted by clicking on the link to the third party (such as the IP address or the URL of the site on which the link is located) as the conduct of third parties is beyond our control. We do not assume responsibility for the processing of personal data by third parties.



		

		Art. 13 para. 1 lit. a GDPR



		19.

		All

		[bookmark: _Toc71914936][bookmark: _Toc71917018][bookmark: _Toc120720333]Data subject rights



[bookmark: _Toc71914937][bookmark: _Toc71917019][bookmark: _Toc110932382][bookmark: _Toc120720334]Please use the information in the Contact section to assert your rights. When doing so, please ensure that we can clearly identify you.



You have the right to request access to the personal data concerning you, as well as the right to rectification, the right to erasure, the right to restriction of processing and the right to data portability. Insofar as you have given us consent to process your personal data, you may revoke this consent at any time with future effect.

 

		



		Art. 13 para 2 lit. b, lit. c, Art. 21 para 4 GDPR



		19.1

		All

		Objection to direct marketing



You can object to the processing of your personal data for advertising purposes ("advertising objection") at any time. Please note that, for organizational reasons, there may be an overlap between your objection and the use of your data in the context of an already ongoing campaign.



Objection to data processing based on "legitimate interest"



If the processing of your personal data is based on “legitimate interest”, you also have the right to object to the processing of your personal data at any time on grounds relating to your particular situation. The reasons shall be stated. 

We will then terminate processing your data unless we can prove - in accordance with the legal requirements - compelling legitimate grounds for the processing which override your rights.



		

		Art. 21 GDPR



		20.

		All 

		[bookmark: _Toc71914938][bookmark: _Toc71917020][bookmark: _Toc120720335]Right to lodge complaint with supervisory authority



You have the right to lodge a complaint with a supervisory authority. 



		 

		Art. 13 para 2 lit. d GDPR



		21..

		All

		[bookmark: _Toc25852314][bookmark: _Toc71914939][bookmark: _Toc71917021][bookmark: _Toc120720336]Contact



If you wish to contact us, please find us at the address stated in the Controller section.



To assert your rights and to notify data protection incidents please use the following link: https://request.privacy-bosch.com/



For suggestions and complaints regarding the processing of your personal data we recommend that you contact our data protection officer:



Data Protection Officer
Information Security and Privacy (C/ISP)
Robert Bosch GmbH
P.O. Box 30 02 20 
70442 Stuttgart, GERMANY



or



mail to: DPO@bosch.com



		

Please complete the mentioned link according to your legal entity (example: https://request.privacy-bosch.com/entity/RB for Robert Bosch GmbH).







Alternative text when not using the Bosch Privacy Hub:

To assert your rights and to notify data protection incidents please use the following link: https://www.bkms-system.net/bosch-dataprotection



 

		Art. 13 para 1 lit. b GDPR in connection with recital 59 requires the disclosure of electronic contact details of the data protection officer.



		22.

		All

		[bookmark: _Toc25852313][bookmark: _Toc71914940][bookmark: _Toc71917022][bookmark: _Toc120720337]Changes to the Data Protection Notice



We reserve the right to change our security and data protection measures. In such cases, we will amend our Data Protection Notice accordingly. Therefore, please note the current version of our Data Protection Notice, as it is subject to change.



		

		



		23.

		All 

		[bookmark: _Toc71914941]Published: [DD MM YYY]



		Please enter the date of publication.

		








Änderungshistorie

		Version

		Date of publication / legal status

		Essential changes



		1. 

		31 July 2017

		First release of the data protection notice kit



		1.1

		06 February 2018

		Editorial change



		1.2

		24 May 2018

		Update of section 21 "contact": Link to BKMS to assert the rights of the persons concerned and to report data protection incidents was insert; change of contact and address data of the data protection officer

Information and new orange colouring of sections 8 to 11"cookies": 

The usage of the cookie notices of this data protections notice kit is no longer possible without risk.

A uniform review and adaptation of the data protection notice kit follows with next update of the central directive of C/ISP "Information Security and Privacy" (CD02900) in short time.

Please note: With a position paper, dated 26.04.2018, the conference of independent data protection supervisory authorities of the federal government (Data protection conference, DSK) declared that cookies for "tracking mechanisms" and/or for the creation of “user profiles” are only allowed to use, if the persons concerned consented. It is currently unclear whether said legal opinion will be maintained in future.


Bosch legal entities that would like to reduce legal risks (e.g. with regard to warnings with reference to the position paper of the data protection conference) are therefore urged to completely remove such cookies and to remove the corresponding sections in the data protection notice or implement the Opt-In function. Otherwise, you have to consider the legal risks by using the cookie notes of the data protection notice kit. 



		2. 

		31 July 2018

		Cancellation of the short version, as it does not cover the complete transparency and information obligations

Deletion of references to German law in the column legal norms

Adjustments in the column Annotations, in particular clarifications and additions to section 4.3 "Processing purposes and legal basis”, section 4.9 “ Transfer to other controllers” and section 4.11 “Duration of storage, retention periods”

Updating and adjusting the wording of the cookie topic in section 8 seqq.to the wording of the documents “cookie layer” and “privacy settings” on the website. The wording of these three elements must match together. 

Adjustment in section 9.3 "App analysis” tracking or creating user profiles using app analysis tools requires prior consent in form of Opt in.

New section 13 on communication tools on social media platforms has been added

Clarifying wording and deletion of listing the rights of data subjects, especially in case of an objection to the data processing

General change of the wording “justified interest” in “legitimate interest”



		2.1

		16 August 2018

		Section 20 adaptation of the postal code 



		2.2

		31 October 2018

		Section 4.10 Adaptation of the annotations to ensure an appropriate data protection level to this offer. Further editorial, otherwise no content changes made.



		2.3

		15 August 2019

		Update regarding the providers of cookies and plugins

Deletion of errors

Editorial changes

Incorporation of regulations and hints regarding the use of the kit (formerly CGP 2940-001)



		2.4

		29 November 2019

		Clarifications regarding the requirements and hints for use

Adaption of the wording regarding cookies to the changed legal situation

Rectification of the numbering in the German version



		2.5

		03 July 2020

		Section 19 and 21 – inserting of international area code and adapting the wording of the English version to the German version



		2.6

		05 July 2021

		Sections 8,9, 10, 12 – Adapting the service providers (Google Ireland, Facebook Ireland, Twitter International, Pinterest Europe)

Section 19 – Change of address of the LfDI Baden Württemberg



		3

		15 January 2025

		Adapting the English wording throughout the document

Restructuring the kit to create more transparency

Addition of regularly occurring processing purposes

Addition of payment service providers

Adaptation of the wording on cookies and plugins to the changed legal situation

Deletion of reference to mobile applications

Editorial changes

Adaption to new RBGF 105 and CD 02900
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Log Files
 
Every time you use the internet, certain information is automatically transmitted by your internet browser and
stored in log files.
 
Log files are stored by us for the purpose of investigating service disruptions and for security reasons (e.g., to
clarify attempted attacks) for a period of 90 days. Log files whose further storage is necessary for the purpose of
evidence are exempt from deletion until the final clarification of the respective incident and may be passed on to
investigative authorities in individual cases.
 
The following information is stored in the log files:

IP address (internet protocol address) of the end device from which our website is accessed;

Internet address of the website from which our website was accessed (origin or referrer URL);

Name of the service provider used to access the website;

Name of the files or information retrieved;

Date and time as well as duration of the retrieval;

amount of data transferred;

Operating system and information on the Internet browser used, including installed add-ons (e.g., for Flash

Player);

http status code (e.g., "request successful" or "requested file not found").
 

 
see page 20 ff. , point 11.1
 
This is the instruction how to check the text

Complete log files should be stored for a maximum of 90 days for IT security purposes as agreed with
C/ISP-IS.
 
IT should check and confirm an appropriate storage period.
 
Please note the following:
The listing of information stored in the log files is provided here as an example. In each individual case,
you must check whether the cases mentioned are applicable or need to be adjusted if necessary.  
 

Proposed TEXT regarding log files from binding template, page 20 ff., point 11.1
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

There might be more aspects to be checked with you, one more topic is about cookies, we will come back to you if
needed.
 
Ana will send to you, what is in the current data privacy notice
 
Thanks for your advise.
 
 
 
Mit freundlichen Grüßen / Best regards

Katja Gruen 

C/DSO-DHR 
Robert Bosch GmbH | Postfach 10 60 50 | 70049 Stuttgart | GERMANY | www.bosch.com 
Tel. +49 711 811-48406 | Mobil +49 172 7682162 | Telefax +49 711 811-5113045 | Katja.Gruen@de.bosch.com 

Sitz: Stuttgart, Registergericht: Amtsgericht Stuttgart, HRB 14000;
Aufsichtsratsvorsitzender: Prof. Dr. Stefan Asenkerschbaumer; 
Geschäftsführung: Dr. Stefan Hartung, Dr. Christian Fischer, Dr. Markus Forschner, 

https://www.bosch.com/
mailto:Katja.Gruen@de.bosch.com


Stefan Grosch, Dr. Markus Heyn, Dr. Frank Meyer, Katja von Raven, Dr. Tanja Rückert
 

Von: Brites Joao (C/HRZ1) <Joao.Brites@de.bosch.com> 
Gesendet: Mittwoch, 1. Oktober 2025 09:56
An: Gruen Katja (C/ISP-DHR) <Katja.Gruen@de.bosch.com>
Cc: Herbst Sabrina (C/HRZ1) <Sabrina.Herbst@de.bosch.com>
Betreff: FW: Datenschutzhinweise: Verweis auf Log-Dateien

 
Hello Katja,
 
Can you provide some more insights on what data you are referring to? For overall applicant data we have retention
periods in place depending on the country as you know.
But without additional info it is hard to say as there could be different aspects to take into account. Could you give
me a couple of examples here?
 
Thank you!
 
 
Mit freundlichen Grüßen / Best regards

João Brites
C/HTZ1
 

From: Herbst Sabrina (C/HRZ1) <Sabrina.Herbst@de.bosch.com> 
Sent: Tuesday, September 30, 2025 9:48 AM
To: Brites Joao (C/HRZ1) <Joao.Brites@de.bosch.com>
Subject: AW: Datenschutzhinweise: Verweis auf Log-Dateien

 
Hi Joao,
 
short reminder on the below mail with regards to data security in SR: Do you have insights into the list of log
files and can you verify the 90 days period?
 
Thank you in advance and best regards,
Sabrina
 
Mit freundlichen Grüßen / Best regards

Sabrina Herbst
C/HRZ1
 
Von: Herbst Sabrina (C/HRZ1) <Sabrina.Herbst@de.bosch.com> 
Gesendet: Freitag, 26. September 2025 13:49
An: Brites Joao (C/HRZ1) <Joao.Brites@de.bosch.com>
Betreff: WG: Datenschutzhinweise: Verweis auf Log-Dateien

 
Hi Joao,
 
are you able to support below data security request about log-files?
According to my knowledge we have this 90 days period in our SR config. But seems they require a detailed
list of the log files that are saved…
 

mailto:Joao.Brites@de.bosch.com
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Mit freundlichen Grüßen / Best regards

Sabrina Herbst
C/HRZ1
 
Von: Krehl Anna (C/HRP) <Anna.Krehl@de.bosch.com> 
Gesendet: Freitag, 26. September 2025 13:36
An: Herbst Sabrina (C/HRZ1) <Sabrina.Herbst@de.bosch.com>
Cc: Gruen Katja (C/ISP-DHR) <Katja.Gruen@de.bosch.com>; Pfisterer Eva (C/HRP) <Eva.Pfisterer@de.bosch.com>
Betreff: Datenschutzhinweise: Verweis auf Log-Dateien

 
Liebe Sabrina,
 
Wie du dem Betreff dieser E-Mail entnehmen kannst, wende ich mich heute wegen dem Verweis auf
die Log-Dateien in den Datenschutzhinweisen für Bewerbende an dich.
 
Folgender Sachverhalt: Katja, Eva und ich sind aktuell dabei, die Datenschutzhinweise mithilfe eines
Baukastens auf den neuesten Stand zu bringen. Zu dem Baukasten gehört u.a. auch ein Verweis auf
Log-Dateien. Der Baukasten beinhaltet für die Log-Dateien Anmerkungen, die darauf anspielen, dass
man vollständige Log-Dateien zu Zwecken der IT-Sicherheit gemäß einer Abstimmung mit C/ISP-IS
maximal 90 Tage speichern sollte.
Daher wäre es super, wenn du uns bitte sagen könntest, wie das mit der 90-Tages-Frist aktuell bei uns
aussieht? Und wird diese Frist auch bei SmartRecruiters eingehalten?
 
Des Weiteren wäre es toll, wenn du uns bitte eine Auflistung (ggf. mit zugehöriger Erklärung) der Log -
Dateien zukommen lassen könntest, da wir diese auch in die Datenschutzhinweise  aufnehmen
müssen.
 
Vielen Dank im Voraus! 
 
Viele Grüße und ein schönes Wochenende,
Anna
 
Mit freundlichen Grüßen / Best regards

Anna Krehl 

Corporate Human Resources - Candidate & Employee Journey (C/HRP)
Robert Bosch GmbH | Postfach 10 60 50 | 70049 Stuttgart | GERMANY | www.bosch.com 
Anna.Krehl@de.bosch.com 

Sitz: Stuttgart, Registergericht: Amtsgericht Stuttgart, HRB 14000;
Aufsichtsratsvorsitzender: Prof. Dr. Stefan Asenkerschbaumer; 
Geschäftsführung: Dr. Stefan Hartung, Dr. Christian Fischer, Dr. Markus Forschner, 
Stefan Grosch, Dr. Markus Heyn, Dr. Frank Meyer, Katja von Raven, Dr. Tanja Rückert
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