[image: ]
Position
Description




	Position Title
	Cyber Security Improvement Program Manager

	Group/Portfolio
	Digital Solutions

	Classification
	HEW 10

	Position Number
	000

	Reports To
	Director, Cyber Security

	Employment Type
	Fixed Term 



1.0 Position Purpose
Griffith University's Digital Solutions (DS) Domain is a strategic, value-driven Information Technology (IT) team focused on delivering high-quality digital experiences for our students, colleagues and community. Operating within a contemporary model, we continuously modernise our technologies and ways of working to create value and build a secure digital future for Griffith. Our overarching goal is to maintain the confidentiality, integrity and availability of University information and digital services, while reducing the risk and impact of cyber security incidents.
The Cyber Security Improvement Program Manager provides leadership to deliver Griffith University's Cyber Security Improvement Program (CSIP), a University-wide, multi-year transformation program. The position is accountable for reporting, integrated planning, delivery, financial management, resource coordination, risk and issue management, assurance, stakeholder engagement, organisational change and benefits realisation across the program's portfolio of projects and workstreams. Reporting to the Director, Cyber Security, the role leads program resources, which may include staff, and provides authoritative advice and reporting to executive leaders and governance committees to ensure CSIP delivers measurable and sustainable improvements to Griffith's cyber resilience and security capability.

2.0 Eligibility Requirements
· The occupant of this position will hold relevant qualifications in program or project management, information technology, cyber security, business administration or a related discipline, together with relevant experience delivering cyber security projects or programs; 
· Experience delivering projects using PRINCE2 methodologies
3.0	Key Accountabilities
· Program leadership and governance. Provides leadership for CSIP and reports to executive governance committees.
· Integrated program planning. Owns and maintains the CSIP roadmap, program plan, critical path, milestones, dependencies, resource assumptions and delivery sequencing. Coordinates concurrent projects and workstreams and ensures priorities, scope, schedules and interdependencies are actively managed across the full program.
· Program delivery management. Oversees delivery performance across CSIP and ensures scope, schedule, cost, quality and outcomes are transparently reported. Intervenes early to resolve constraints, competing priorities, resource shortfalls and delivery barriers. Ensures agreed outcomes transition into sustainable operational ownership, with appropriate capability, documentation, support and controls.
· Financial management. Is accountable for management of the CSIP investment budget, including multi-year budgeting, forecasting, expenditure monitoring, variance analysis and financial reporting. Provides evidence-based recommendations on investment allocation, prioritisation and corrective action to maximise value and maintain alignment with approved funding and University delegations.
· Commercial and supplier management. Works with Finance, Procurement, Legal and delivery leads to plan and manage sourcing, contracts, commercial risks and supplier performance. Ensures procurement and contract activities comply with University policies, probity requirements and approved delegations.
· Benefits management. Establishes and maintains the program benefits framework, including benefit owners, baselines, targets, measures, dependencies and review cycles. Tracks and reports measurable outcomes including reduced enterprise cyber risk, improved control effectiveness, strengthened resilience, increased cyber maturity and enhanced compliance. Maintains focus on sustainable business outcomes rather than technology outputs alone.
· Risk, issue and dependency management. Owns the program-level approach to risks, issues, dependencies and decisions, ensuring timely identification, analysis, treatment, escalation and closure. Aggregates project risks to assess program-wide and enterprise impacts and ensures material matters are presented to the appropriate decision-maker with clear options and recommendations.
· Assurance and compliance. Coordinates internal and external assurance, health checks, audits and independent reviews and oversees timely implementation of agreed actions. Ensures program delivery supports applicable legislation, University policy and recognised cyber security practices, including the NIST Cybersecurity Framework and ASD Essential Eight where relevant.
· Stakeholder engagement and change leadership. Builds trusted relationships with executive sponsors, business owners, technical leaders, delivery teams and corporate functions. Translates complex cyber security, technical, financial and delivery information into clear advice for executive and non-technical audiences. Leads stakeholder engagement and change activities so affected areas are prepared and supported to adopt new capabilities, controls and ways of working.
· People and resource leadership. Leads, coaches and develops program staff, including the Senior Project Manager and other assigned resources. Sets clear expectations, allocates work across the program, monitors performance and addresses capability or capacity gaps. Fosters accountability, inclusion, collaboration, knowledge transfer and delivery excellence.
· Continuous improvement. Builds program and project management maturity through consistent practices, lessons learned, coaching and continuous improvement. Monitors emerging threats, sector developments and contemporary delivery practices to inform program priorities, sequencing and investment advice.
· Compliance and professional conduct. Supports compliance with relevant legislation and University policies and procedures, including equity, diversity, inclusion, health and safety, records management and information security. Is a leading example of the principles and values embodied in the University's Code of Conduct and behaves, acts and communicates at all times to reflect fairness, ethics and professionalism.
· This position may be required to take on other responsibilities, commensurate with
the expectations of a role at this level, which contribute to the overall objectives of
the work unit.
[bookmark: On_the_recommendation_of_the_Vice_Chance]
4.0	Key Capabilities

Griffith University identifies resilience, flexibility, creativity, digital literacy and entrepreneurship as critical attributes for success in a rapidly changing workplace. The University's Capability Development Framework provides a common language for the non-technical organisational skills that support staff to thrive now and into the future. The Cyber Security Improvement Program Manager operates at the Leads Leaders level, providing strategic direction, leading program resources, influencing senior stakeholders and creating the conditions for successful delivery across organisational boundaries.

To read about some of the non-technical organisation skills for this position, please see the Leads Leaders section of our Capability Development Framework.
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