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	Position Title
	Manager, Cyber Security Operations


	Group/Portfolio
	Digital Solutions

	Classification
	HEW 10

	Position Number
	00062068

	Reports To
	Deputy Director, Cyber Security 

	Employment Type
	Continuing




1.0	Position Purpose

Digital Solutions is a value-driven strategic IT partner focused on delivering leading digital experiences for our Students, Colleagues and Community. Within this context, Cyber Security ensures the protection of Griffith’s information assets, services and operations through proactive and responsive security capabilities.

The Manager, Cyber Security Operations is responsible for leading Griffith University’s Cyber Security operational capability, including security monitoring, incident response, threat detection and exposure management.

The role ensures that Griffith’s cyber defences are fit for purpose across people, processes and technology, and that threats are effectively identified, assessed and responded to in alignment with Griffith’s risk posture, regulatory obligations and security frameworks (including ACSC Essential Eight and NIST CSF). 

2.0	Eligibility Requirements

Postgraduate qualifications in Cyber Security, Information Technology or a related discipline, or equivalent professional experience in Cyber Security operations, including demonstrated leadership of teams delivering operational security services.

3.0	Key Responsibilities

Cyber Security Operations Leadership. Lead and manage Griffith’s Cyber Security Operations capability, including 24/7 SOC, monitoring, detection and response functions. Ensure effective operational coverage, processes and escalation pathways across internal teams and managed service providers. Provide operational leadership during cyber incidents, ensuring coordinated and timely response.
Incident Management and Response. Ensure incidents are managed in accordance with agreed procedures and service expectations. Lead investigation and response to significant or complex incidents, including coordination with service owners and external partners. Oversee recovery activities and ensure incidents are appropriately documented, reviewed and closed. Drive Post Incident Reviews (PIRs), ensuring lessons learned are translated into tracked actions (in collaboration with GRC).

Threat Detection and Intelligence Integration. Oversee monitoring of security events via SIEM, EDR and related platforms. Drive continuous improvement of detection use cases, playbooks and automation. Ensure threat intelligence is effectively consumed and operationalised into detection and prevention controls.

Exposure Management and Security Assurance. Lead exposure management practices, ensuring identification, prioritisation and remediation of risks. Oversee penetration testing and security assessment activities, ensuring integrity and effectiveness of testing programs. Provide assurance on effectiveness of controls and alignment to Essential Eight maturity targets.

Security Risk and Control Improvement. Provide expert advice on operational security risks and mitigation strategies. Contribute to the development and continuous improvement of security standards, procedures and controls. Ensure operational insights inform enterprise risk management processes (working with GRC, without duplicating ownership).

Vendor and Service Management. Manage relationships with Cyber Security service providers (e.g. SOC, incident response, tooling vendors). Ensure services are delivered in line with contractual obligations and performance expectations. Coordinate escalation and engagement of external expertise during incidents.

Business Process Improvement. Analyse and improve Cyber Security operational processes to increase efficiency, automation and effectiveness. Implement process improvements aligned to organisational standards and modern operating models. Drive maturity uplift across cyber operations capabilities.

People and Performance Leadership. Lead and develop a high-performing Cyber Security operations team. Set performance expectations, monitor outcomes and provide ongoing coaching and feedback. Support professional development, capability uplift and workforce planning.

Stakeholder and Relationship Management. Act as a key operational contact for Cyber Security across Digital Solutions and the University. Build strong relationships with IT teams, business stakeholders and leadership. Communicate technical risks and operational impacts in a clear and business-aligned manner.

Compliance and Culture. Ensure compliance with relevant legislation, policies and standards, including Privacy Act and University requirements. Model Griffith University values and behaviours, including integrity, professionalism and collaboration. Promote a strong Cyber Security culture and awareness across the organisation.

4.0	Key Capabilities

Griffith University identifies the attributes of resilience, flexibility, creativity, digital literacy and entrepreneurship as critical to our graduates’ success, in the rapidly changing future world of work. We have established a Griffith University Capability Development Framework to provide a common language of some of the non-technical organisation skills that will support our staff to thrive now and into the future. 
The Capability Development Framework will assist you to understand the current skill level of this position in the non-technical but critical skill domains that are increasingly important in a changing workplace context. 
To read about some of the non-technical organisation skills for this position, please see the Leads Others section of our Capability Development Framework.


image1.png
UNIVERSITY

Queensland, Australia




image2.png




image3.png
ot ke
!





