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	Title
	   Senior Infrastructure Engineer     

	Band
	Individual Contributor – Senior Professional

	Grade
	P4

	Job Family
	        Information Technology   

	Reporting To
	 Senior Technical Architect     

	Location
	        Hybrid / Castleham / Oakdale     

	Date Written/Revised
	        August 2024    




	Position Objective

	

We are seeking a highly skilled Senior Infrastructure and Cloud Engineer with 5+ years of experience. The ideal candidate will have expert-level domain knowledge of Windows Infrastructure including Active Directory, Group Policy Objects (GPO), Certificate Services, and other related services. Additionally, they should have extensive experience in transitioning workloads to the cloud or hybrid infrastructure and hold any relevant cloud certifications or be able to demonstrate equivalent experience. Experience with managing and implementing Azure Backup, Azure Arc and Azure HCI stack is highly desirable.

As a technical engineer, you will work with vendors, architectural teams and department management to continually improve information technology infrastructure as well as drive the adoption of the latest technologies.

You will work closely with the IT Leadership team and Cyber security team to deliver transformation aligned to a “Cloud First” strategy.

Provide mentoring and training to others both within and outside of the IT Services department.


 




	Generic Level Description

	General Accountabilities
	First full level of specialization or project management; applies specific area(s) of
expertise in own functional area.

	Supervision Required or Provided to Others
	Determines methods and procedures on new assignments. May lead a project or work team made up of senior technical and/or professional and support staff - focus is on task and resource management vs staff management. May provide advice and guidance in area of specialization.

	Complexity
	Works on complex issues where analysis of situations or data requires an in-depth evaluation of variable factors. Exercises judgment in selecting methods, techniques and evaluation criteria for obtaining results.

	Knowledge and Expertise
	Acclaimed specialist in one area; demonstrates depth/breadth of knowledge/skills in own discipline. Applies knowledge/skills through handling complex problems and may coordinate work which may extend beyond own area of expertise; shares expertise with colleagues and other departments.

	Problem Solving
	Anticipates patterns and links; looks beyond the immediate problem to the wider implications; generates new solutions to complex problems.

	Planning and Organizing
	Manages own time, and maybe that of others; develops plans for work activities in own areas over the medium/long-term; supports strategic planning activities.

	Project Management Accountabilities
	Manages moderately complex to complex projects; accountable for quality of work delivered
by external suppliers, as applicable; identifies researching issues within scope of work; coaches others in area of specialization.

	Decision Making and Autonomy
	Has decision-making authority and autonomy to deliver on goals of work or project team; influences others outside of team to ensure goals met and resolves conflicts in an effective manner.

	Client/Business Orientation
	Assists in the development and implementation of customer service enhancements in own functional area, including responses to customer feedback; plays a role and/or coaches other to ensure customer conflicts, concerns and issues are resolved. Anticipates client needs, investigates the underlying causes and identifies short- and long- term solutions. Anticipates client business issues and developments
in own discipline; uses knowledge to focus work and drive improvements. May manages costs and profitability across more than one project/work activity.

	Communication, Negotiation and Influencing
	Explains/presents complex ideas; anticipates potential objections and prepares
case accordingly; influences others.

	Key Contacts
	Seeks out new avenues for building internal and external relationships; maintains on-going contacts with existing relationships; coaches others on relationship management issues.

	Physical Effort 
	Little chance of injury. Little physical effort required.

	Working Conditions

	Standard office environment with little physical effort required. May be required to travel for extended periods of time and/or have overnight trips. Significant additional hours during peak and difficult business circumstances may be expected.



	Discipline Description

	


Responsibilities Include


	
· Active Directory Management:
· Design, implement, and manage Active Directory infrastructure.
· Develop maintain and update Group Policy Objects (GPO) to ensure secure and efficient system operations.
· Troubleshoot and resolve issues related to Active Directory and GPO.
· Cloud Transition and Management:
· Lead the transition of on-premises workloads to cloud environments.
· Design and implement cloud infrastructure solutions, primarily using Azure.
· Manage and optimize cloud resources to ensure cost-efficiency and performance.
· Infrastructure Management:
· Oversee the maintenance and administration of IT infrastructure, including servers, storage, and networking.
· Ensure high availability and disaster recovery solutions are in place.
· Monitor system performance and implement necessary upgrades and patches.
· Security and Compliance:
· Implement and maintain security best practices across all infrastructure components.
· Ensure compliance with industry standards and regulatory requirements.
· Conduct regular security audits and vulnerability assessments
· Collaboration and Support:
· Work closely with other IT teams to ensure seamless integration and support of infrastructure services.
· Provide technical guidance and mentorship to junior engineers.
· Collaborate with stakeholders to understand business requirements and translate them into technical solutions.
· Collaboration and Support:
· Work closely with other IT teams to ensure seamless integration and support of infrastructure services.
· Provide technical guidance and mentorship to engineers.
· Collaborate with stakeholders to understand business requirements and translate them into technical solutions.
· Mentor, guide and share expertise with other team members to resolve complex problems and develop complex infrastructure solutions
· Analyse, detect, identify and correct technical problems and deficiencies
· Determines installation parameters for software and hardware, for smooth integration, transition and efficiency
· Troubleshooting complex server / network / storage / virtualization (including diagnosis and solution) incidents, working to pre-defined SLA’s
· Service request completion. Including updating and communicating to customers and stakeholders
· Undertake patching, hot fixes and maintenance of the virtualization estate to ensure security accreditation and compliance
· Process automation, procedure creation and implementation
· Provide subject matter expertise to architectural departments to assist in design and implementation of new technologies
· Maintain high level of industry awareness through training and self-development; keep up-to-date with current and future technologies, products and strategies

· Contribute to the design, implementation and maintenance of the disaster recovery plan for IT related applications and systems
· Seek to identify areas of improvements to the IT infrastructure to meet evolving users and customer requirements, challenges and resilience of the environment.
· Build and maintain a strong relationship with vendor account and technical teams as well as peers from other General Dynamics Business units

· Lead qualification of designs and opportunities in the virtual infrastructure space





	Knowledge, Skills & Abilities

	


Required Skills & Abilities



	Technical knowledge in the following areas:
· Server Virtualization technologies VMWare, HyperV, Azure HCI
· Network Virtualization technologies
· Storage Virtualization technologies
· Site Recovery technologies
· Container and modern application technologies
· Cloud technologies
· Unix/Linux
· Active Directory
· Microsoft Server Editions
· Collaborative technologies
· Disaster recovery technologies 
· Backup technologies
· Typically requires a minimum of 5+ years of related experience
· Knowledge and understanding of information risk concepts and principles
· Analytical skills, to help analyze business requirements and relate them to appropriate IT infrastructure components and processes
· Understanding of ITIL and IT processes



Personal Attributes:
· Ability to lead
· Ability to multi-task
· Team worker
· Clear communicator
· Analytical mind, with a problem-solving ethic.
· Enthusiastic and keen to learn
· Customer service focus
· Ability to develop and adhere to best practice/process/policy.
· Can set own priorities
· Can work independently
· Organize/plan tasks and activities
· SC Clearance (required/or obtain as part of the on-boarding)






	Education & Experience

	
Required Education & Experience
	· Proven track record of managing and optimizing IT infrastructure
· Experience with hybrid cloud environments and multi-cloud strategies
· Significant background and experience in IT infrastructure support and implementation activities 
· Certifications in field of expertise are an asset, such as Microsoft infrastructure and Azure etc.
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