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	Title
	 Systems Engineering – Senior Security Engineer       

	Band
	Individual Contributor – Professional

	Grade
	P3 

	Job Family
	 Senior System Engineer          

	Reporting To
	 SE Capability Lead       

	Location
	 South Wales - Oakdale 

	Date Written/Revised
	11-June-2025           


	Position Objective

	GDUK Engineering operates a matrix organisation, this role is within the Systems Engineering discipline brining Security expertise.  The purpose of the role is to make a significant contribution to the Security aspects of System Design of C4I Systems on GDUK programmes through application of world class Security Engineering expertise.
The role will be responsible for providing security domain expertise, with a focus on usability, interoperability and multi-security domain operations set within the wider context of the UK Defence Enterprise. The role is intended to affect both internal and customer proposals to ensure that we maintain an offering that is oriented to the future, and highly aligned with the wider defence infrastructure. 
The role will include:

· Maintenance of Security design and impact assessment of in-service systems

· Development of new security solutions for system uplifts

· Development of new gateway devices for connectivity with external systems
The successful candidate will work in multi-disciplined teams to deliver outputs that meet customer needs to defined quality standards within agreed timescales and budget. The role will need to operate in a collaborative environment, contributing and building winning proposals and successful, accredited projects.



	Generic Level Description

	General Accountabilities
	Fully qualified to execute job/role accountabilities working independently on most aspects of work.

	Supervision Required or Provided to Others
	Normally receives little instruction on day-to-day work and general instructions on new assignments. May lead a project or work team made up of junior technical and/or professional and support staff - focus is on task management vs. resource and staff management. 

	Complexity
	Works on problems of diverse scope where analysis of data requires evaluation of identifiable factors. Exercises judgment in selecting methods and techniques for obtaining solutions.

	Knowledge and Expertise
	As a seasoned, experienced professional has developed a full understanding and expertise in area of specialization.  Resolves a wide range of issues in creative ways.  

	Problem Solving
	Identifies key issues and patterns in moderately complex situations; takes a broad perspective to problems and spots new, less obvious solutions.

	Planning and Organizing
	Manages own time to meet agreed targets; develops plans for specifics work activities in own area over the short/medium term.

	Project Management Accountabilities
	Begins to manage medium to moderately complex projects; coaches and mentors others on project management issues that are supported by supervisor.

	Decision Making and Autonomy
	Has decision-making authority and autonomy needed to deliver on accountabilities of job/role; seeks approval form others on matters outside of job/role scope; makes decision regarding work and development of project team members when required.

	Client/Business Orientation
	Ensures commitments to internal and external client are met in a timely and cost-effective manner.  Interprets client needs, assessing the full requirements; identifies solutions to non-standards tasks/queries.  Interprets internal/external business issues and best practice in own discipline; applies to own role or identifies areas of improvement in product/process or program.   May take action to monitor and control costs within own work area.

	Communication, Negotiation and Influencing
	Adapts information/style to the audience, explains difficult issues clearly, establishes consensus, attains agreement.

	Leadership Requirements
	Seeks and provides candid and timely feedback to improve performance; shares information in an open manner; fosters teamwork and innovation by involving others in problem solving, decision making and creative thinking.

	Key Contacts
	Builds internal and external relationships, with emphasis on those that facilitate the achievement of job/role accountabilities, such as relationships with key suppliers, customers and internal service providers.

	Physical Effort 
	Little chance of injury. Duties may involve sitting, standing, keyboarding with frequent flexible breaks.

	Working Conditions


	Standard Office Environment. May be required to travel and/or have overnight trips.  Hours worked may exceed regular schedule.


	Discipline Description

	Responsibilities Include

	1. Work with the Technical Project Managers and the Solution Design Team to create required security deliverables for the project.

2. Provide security authority and guidance to the project, ensuring Security is part of all Engineering decisions and Secure By Design principles are followed.
3. Support the generation and maintenance of project level security documentation

4. Develop and support assurance for all project Security outputs.

5. Hands on experience of Model Based System Engineering

6. Development and implementation of open architectures

7. Deliver a coherent, integrated, and layered Security Architecture.

8. Ensure risks and issues are within the boundaries of the Customer risk appetite through identification of appropriate risk mitigations.

9. Liaise as required with the customer Security representatives.

10. Traceability of security design to requirements
11. Provide subject matter expertise to the company on matters of cyber security.

12. Contributing to cyber security governance, threat and vulnerability analysis, risk assessment and compliance across a range of programmes and tasks.

13. Liaise with peer security engineers in customer and partner organisations.

14. Contribute to GD’s responsibilities under a Secure By Design assurance framework with MoD customers.
15. Continually develop knowledge in cyber threat, vulnerabilities and mitigations.


	Knowledge, Skills & Abilities

	Required Skills & Abilities

	Essential
· National Institute of Standards Technology Framework SP 800-53;

· National Institute of Standards Technology Cyber Security Framework

· NATO Communications Information Agency (NCIA) Standards;

· ISO 27001 (2013); BS ISO/IEC 27001:2013;

· Security threat/attack analysis: appreciation of STRIDE, DREAD and Mitre ATT&CK.
· Ability to understand MoD vulnerability reporting.
· Security risk management.
· Security architectures, communications and networking.
· IP networking security and operating system baseline configuration.
· Possessing or working towards professional qualifications in cyber security: ISC2, Security+, NIST standards.
· Driven by continuing professional development.
· Understand OS/App baseline configuration and hardening

Desirable:

· System Administration and Networking and Security (SANS) Institute Framework;

· Infosec Standard 1&2 (IS1&2);

· European Directive on security of Networks and Information Systems Directive (NIS Directive); and

· Experience of delivering across all phases of the engineering Lifecycle

· Good understanding of the OSI model.

· Understanding of computer and network infrastructures.
· Understanding of Military Hardware
· Experienced in the use of engineering tools for Requirement Management and System Design


	Education & Experience

	Required Education & Experience
	· Typically requires degree in a relevant Engineering, Computer Science, Mathematics, Physics or IT discipline or equivalent wide range of relevant experience.

· Experience in the application of practical systems engineering, integration and test on development programmes.
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