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	Title
	  IRAD P4 Software Engineer   

	Band
	Individual Contributor – Professional

	Grade
	P4

	Job Family
	     Software Engineer     

	Reporting To
	     

	Location
	     Oakdale        

	Date Written/Revised
	       30/9/25      




	Position Objective

	

This role is for a lead engineer experienced with Microsoft solutions and frameworks including architecting and developing solutions based on these technologies as well as developing applications utilizing the underlying Microsoft ecosystem. 

This role requires both working individually and leading a small team of engineers to oversee the project delivery through the full development and test lifecycle.

This role is for a Principal Software Engineer to work primarily on Research and Development projects in the tactical communication domain. The role will entail requirements elicitation, design, peer reviews, implementation, test and delivery for projects of differing maturity levels from prototypes to production quality. 

This role requires working collaboratively with other engineers from several functions that are developing and maintaining the currently deployed system.  








	Generic Level Description

	General Accountabilities
	First full level of specialization or project management; applies specific area(s) of expertise in own functional area.

	Supervision Required or Provided to Others
	Determines methods and procedures on new assignments.  May lead a project or work team made up of senior technical and/or professional and support staff - focus is on task and resource management vs staff management. May provide advice and guidance in area of specialization.

	Complexity
	Works on complex issues where analysis of situations or data requires an in-depth evaluation of variable factors. Exercises judgment in selecting methods, techniques and evaluation criteria for obtaining results. 

	Knowledge and Expertise
	Acclaimed specialist in one area; demonstrates depth/breadth of knowledge/skills in own discipline.  Applies knowledge/skills through  handling complex problems and may coordinate work which may extend beyond own area of expertise; shares expertise with colleagues and other departments.

	Problem Solving
	Anticipates patterns and links; looks beyond the immediate problem to the wider implications; generates new solutions to complex problems.

	Planning and Organizing
	Manages own time, and maybe that of others; develops plans for work activities in own areas over the medium/long-term; supports strategic planning activities.

	Project Management Accountabilities
	Manages moderately complex to complex projects; accountable for quality of work delivered by external suppliers, as applicable; identifies researching issues within scope of work; coaches others in area of specialization.

	Decision Making and Autonomy
	Has decision-making authority and autonomy to deliver on goals of work or project team; influences others outside of team to ensure goals met and resolves conflicts in an effective manner.

	Client/Business Orientation
	Assists in the development and implementation of customer service enhancements in own functional area, including responses to customer feedback; plays a role and/or coaches others to ensure customer conflicts, concerns and issues are resolved.  Anticipates client needs, investigates the underlying causes and identifies short- and long- term solutions.  Anticipates client business issues and developments in own discipline; uses knowledge to focus work and drive improvements. May manages costs and profitability across more than one project/work activity.

	Communication, Negotiation and Influencing
	Explains/presents complex ideas; anticipates potential objections and prepares case accordingly; influences others.

	Leadership Requirements
	Coaches others on how to enhance communication, problem solving, teamwork and innovation; involves others in problem solving, decision-making and creative thinking.

	Key Contacts
	Seeks out new avenues for building internal and external relationships; maintains on-going contacts with existing relationships; coaches others on relationship management issues.

	Physical Effort 
	Little chance of injury. Little physical effort required.

	Working Conditions

	Standard office environment with little physical effort required. May be required to travel for extended periods of time and/or have overnight trips. Significant additional hours during peak and difficult business circumstances may be expected.



	Discipline Description

	


Responsibilities Include



	
· Analysing requirements, architecting, designing, implementing and testing solutions.
· Technically leading a small team engineers to deliver a project to schedule.
· Validating software designs against requirements and assumptions.
· Working proactively with System Engineering and specialist areas (security, safety, human factors, support and training) to ensure software design and implementation meet its requirements.
· Responsibility for capturing software design and modelling, OO MBSE.
· Investigating and debugging software integration issues on target hardware and software environments
· Undertaking and supporting product and integration test as well as acceptance activities on site when required including Customer demonstrations.
· Preparing documentation for design reviews, completing and closing actions.
· Peer reviewing source code, software designs and working to a coding standards
· Driving best practice and continuous improvement.







	Knowledge, Skills & Abilities

	


Required Skills & Abilities



	
Essential:
· Strong Microsoft Windows Platform development experience including a good understanding of Windows Operating System architecture, development frameworks, services, and security features as well as management capabilities such as SCCM/MCM and WSUS.
· Familiarity with/ experience of containerisation and virtualisation strategies and their applications; preferably with hands on experience.
· Recent experience developing C# (including WPF and .Net) software applications or Windows components and services within a software team, with Microsoft Visual Studio, Microsoft frameworks and DevOps practices.
· Experience of full development lifecycle. 
Desirable:
· Experience of leading a small team of software engineers to deliver projects.
· Capable of working and delivering as part of a team and individually. 
· Capable of working to schedule and without supervision
· Experience of designing, implementing and testing complex systems
· Strong background in Software design, code, test and version control using current methodologies (e.g. Agile/Scrum), tools and DevOps practices.
· Automated Build and Test.
· Capable of analysing and debugging software integration issues on target hardware and software environments
· Excellent analytical and problem solving skills.
· Ability to generate well-structured technical documents using Microsoft packages and manage through a review process to achieve release to committed deadlines.
· Demonstrates good written, verbal and interpersonal communication skills as well as motivation, integrity, professionalism, flexibility, commitment and innovation.
· Self-motivated







	Education & Experience

	
Required Education & Experience
	
· A university-level qualification in Computer Science/Software Engineering, Mathematics, Physics or IT discipline or equivalent wide range of relevant experience.
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