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	Title
	 Principal System Design Engineer         

	Band
	Individual Contributor – Professional

	Grade
	P4

	Job Family
	 Engineering          

	Reporting To
	

	Location
	 Oakdale            

	Date Written/Revised
	24/11/2025




	Position Objective

	Role Purpose
As a Principal Systems Design Engineer, you will be a key engineering lead shaping the architecture and design of advanced C4I systems for critical defence programmes. This role seeks leadership elements for an experienced systems engineer who thrives on solving complex challenges, influencing strategy, and mentoring others. You will drive innovation, ensure technical excellence, and deliver integrated solutions that meet demanding operational requirements.
This position offers the opportunity to work on cutting-edge MoD development and delivery programmes, collaborating with multidisciplinary teams and stakeholders across the full engineering lifecycle.






	Generic Level Description

	General Accountabilities
	First full level of specialization or project management; applies specific area(s) of expertise in own functional area.

	Supervision Required or Provided to Others
	Determines methods and procedures on new assignments.  May lead a project or work team made up of senior technical and/or professional and support staff - focus is on task and resource management vs staff management. May provide advice and guidance in area of specialization.

	Complexity
	Works on complex issues where analysis of situations or data requires an in-depth evaluation of variable factors. Exercises judgment in selecting methods, techniques and evaluation criteria for obtaining results. 

	Knowledge and Expertise
	Acclaimed specialist in one area; demonstrates depth/breadth of knowledge/skills in own discipline.  Applies knowledge/skills through  handling complex problems and may coordinate work which may extend beyond own area of expertise; shares expertise with colleagues and other departments.

	Problem Solving
	Anticipates patterns and links; looks beyond the immediate problem to the wider implications; generates new solutions to complex problems.

	Planning and Organizing
	Manages own time, and maybe that of others; develops plans for work activities in own areas over the medium/long-term; supports strategic planning activities.

	Project Management Accountabilities
	Manages moderately complex to complex projects; accountable for quality of work delivered by external suppliers, as applicable; identifies researching issues within scope of work; coaches others in area of specialization.

	Decision Making and Autonomy
	Has decision-making authority and autonomy to deliver on goals of work or project team; influences others outside of team to ensure goals met and resolves conflicts in an effective manner.

	Client/Business Orientation
	Assists in the development and implementation of customer service enhancements in own functional area, including responses to customer feedback; plays a role and/or coaches others to ensure customer conflicts, concerns and issues are resolved.  Anticipates client needs, investigates the underlying causes and identifies short- and long- term solutions.  Anticipates client business issues and developments in own discipline; uses knowledge to focus work and drive improvements. May manages costs and profitability across more than one project/work activity.

	Communication, Negotiation and Influencing
	Explains/presents complex ideas; anticipates potential objections and prepares case accordingly; influences others.

	Leadership Requirements
	Coaches others on how to enhance communication, problem solving, teamwork and innovation; involves others in problem solving, decision-making and creative thinking.

	Key Contacts
	Seeks out new avenues for building internal and external relationships; maintains on-going contacts with existing relationships; coaches others on relationship management issues.

	Physical Effort 
	Little chance of injury. Little physical effort required.

	Working Conditions

	Standard office environment with little physical effort required. May be required to travel for extended periods of time and/or have overnight trips. Significant additional hours during peak and difficult business circumstances may be expected.



	Discipline Description

	


Responsibilities Include



	· Lead system architecture and design for complex, mission-critical systems.
· Contribute to defining a technical strategy, ensuring alignment with programme objectives and future capability needs.
· Perform high-level requirements analysis and translate operational concepts into robust system solutions.
· Guide design reviews (SRR, SDR) and ensure technical integrity throughout the lifecycle.
· Champion integration of specialty disciplines (Safety, Security, Human Factors, ILS, Training) for holistic solutions.
· Conduct trade studies and performance modelling to inform strategic decisions.
· Evaluate emerging technologies and third-party solutions for system integration.
· Mentor and coach more junior engineers, fostering technical growth and best practices.
· Engage with senior stakeholders, including MoD representatives and technical authorities, influencing decisions at programme level.





	Knowledge, Skills & Abilities

	


Required Skills & Abilities



	Essential:
· Extensive experience in systems engineering and system design leadership.
· Proven ability to resolve complex design challenges and make strategic trade-offs.
· Strong track record of leading cross-functional teams and engaging specialist disciplines.
· Expertise in structured design methods and requirements management.
· Exceptional communication skills—able to present confidently at senior-level reviews.
· Skilled in producing high-quality technical documentation and delivering to schedule.
· Proficiency in Microsoft tools (Word, Excel, PowerPoint, Visio).
· Proven track record in system architecture and design for complex, mission-critical systems.
· Experience across the full engineering lifecycle (requirements, design, integration, verification).

Desirable:
· Deep understanding of network architectures, OSI model, and open standards.
· Familiarity with Open and Military Standards and compliance frameworks.
· Experience with Model-Based Systems Engineering (MBSE), SysML and structured design methodologies.
· Knowledge of TOGAF or NATO Architecture Framework.
· Awareness of Safety, Security, and ILS processes within defence programmes.





	Education & Experience

	
Required Education & Experience
	
· Minimum: 
· Bachelor’s degree in a relevant engineering discipline (e.g., Systems Engineering, Electrical/Electronic Engineering, Computer Science, Aerospace Engineering).
· Preferred: 
· Master’s degree in Systems Engineering or related field.
· Chartered Engineer status (CEng) or working toward it is highly desirable.

· Extensive experience in systems engineering, with considerable time in a leadership or principal role.
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